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Abstract

Radio Frequency Identification (RFID) is a technology that uses radio
frequency signals to identify objects. This technology enables the
communication between the main devices used in RFID, the reader and
the tags. The tags are attached to the different objects to be uniquely
identified, and the reader receives an identification code (ID) stored
on every tag. This produces great advances in applications such as
manufacturing, shipping, and distribution environments. Using this
technology for tracing or locating objects in the supply chain increases

its efficiency and reduces the number of errors.

The tags share a communication channel. Therefore, if several tags
try to send information at the same time, the reader will be unable to
distinguish these signals. This is called the tag collision problem. The
consequences of this increase the time needed for identification as well

as the energy consumption of the system.

To minimize tag collisions, RFID readers must use an anti-collision
protocol. Different kinds of anti-collision protocols have been proposed
in the recent literature. One of the most popular strategies to solve this
problem are the query tree based protocols, where the current response
of each tag only depends on the current reader command (the query)
but not on the past history of the reader’s queries. Under these types
of protocols, the window methodology was proposed to decrease the
number of bits transmitted by the tags, which also decreases the energy
consumed by the RFID system. This methodology, however, assumes
the ability of the reader to differentiate the query from the window
size in the reader command. The first contribution proposed in this

thesis is a protocol that is able to locate the bit string representing the



window size in the received command by standardizing the number of
bits used for that purpose, called the Standardized Query window Tree
(SQwT) protocol. Apart from solving this issue, this protocol manages
to decrease the number of bits transmitted by the reader and therefore
the total number of bits transmitted in the identification process with

respect to the windowed protocols.

The adoption of tag IDs with the Electronic Product Code (EPC) stan-
dard provides an improvement of RFID, allowing it to access global
networks. The EPC provides every tag with a unique ID that details the
company, the type of product, the type of transport and a serial number.
This organization causes tags stored in the same area to share some of
their ID fields, such as the company or the type of product. Usually,
tree based protocols have been successfully tested on tag populations
with randomly generated IDs that possess a uniform distribution of
all the IDs. That, however, is not the case when the EPC standard is
used since the reader may face not only uniform, but also non-uniform
distributions. The behaviour of tree based protocols under non-uniform
distributions is severely affected, decreasing their performance. The
second proposal in this thesis is a novel anti-collision protocol called
the Flexible Query window Tree (FQwT) protocol, that is proposed with
the aim of estimating the tag ID distribution, taking into consideration
the partial tags’ responses of the window methodology to decrease the
time needed to identify all the tags in the interrogation area with low

energy consumption regardless of the type of tag ID distribution.



Abstrakt

Radio Frequency Identification (RFID) je tehnologija koja koristi radio
frekvenciju za identifikaciju objekata. Cita¢ (engl. reader) preuzima
identifikacioni kod (ID) koji je zapisan na svakom tagu, pozicionira-
nom na razli¢itim predmetima, koji moraju biti jedinstveno locirani.
Navedene prednosti omogucavaju znacajan napredak u oblastima kao
Sto su: proizvodnja, transport i distribucija. Upotreba ove tehnologije u
sektoru snadbijevanja povecava efikasnost, smanjuje greske i znacajno

poboljsava kvalitet.

RFID tehnologija omoguéava komunikaciju izmedu glavnih uredaja za
zasnivanje konekcije: Citaca i tagova. Navedeni uredaji dijele komu-
nikacioni kanal omogucavajuéi veéem broju tagova da Salju informacije
u istom trenutku. Citag, koji preuzima njihove signale, je onemogucen
da uspjes$no identifikuje svaki tag. Navedeni problem je poznat kao
problem kolizije tagova (engl. tag collision problem). Posljedice ovog
dogadaja rezultiraju povecanju identifikacionog vremena kao i potroSnji

energije u cijelom sistemu.

Da bi se ublaZio problem kolizije tagova, RFID cita€ je prinuden da
koristi anti-kolizione protokole (engl. anti-collision protocols). Ra-
zli¢ite vrste protokola su predstavljeni u skorijoj literaturi. Jedna od
trenutno najpopularnijih strategija koja rjeSava navedeni problem su
query tree based protokoli, zasnovani na upitu od strane Citaca. Kod
ovih protokola trenutni odgovor od strane taga jedino zavisi od Citaceve
komande (upita). To znaci da odgovor tagova nije u vezi sa istorijom
¢itacevih komandi. U okviru query tree based protokola je predstavl-
jena window methodologija u cilju smanjenja ukupnog broja bitova

u komunikaciji, Sto direktno uti¢e na smanjenje energije koriStene u



RFID sistemu. Ova metodologija omogucava ¢itacu da razlikuje upit
od veli¢ine prozora u ¢itacevoj komandi. Prvi predstavljeni protokol
u disertaciji je protokol koji omogucava identifikaciju dijela bitova
koji oznaCava veli€inu prozora u primljenoj poruci od dijela komande
predvidenog za trenutni upit. To je omoguéeno implementiranjem
standardizacije prozora u Citacevoj komandi na nacin da citaC Koristi
konstantan broj bitova za veli¢inu prozora. Protokol koji to obezbjeduje
naziva se Standardized Query window Tree (SQwT) protocol. Pored
toga Sto SQwT rjesava navedeni problem, ovaj protokol znac¢ajno sman-
juje broj bitova koje transmituje ¢ita€ i na ovaj nain se smanjuje ukupan

broj bitova neophodan za identifikacioni proces.

Uvodenjem EPC standarda u RFID tehnologiju je obezbijeden znacajan
napredak. Od tada je dozvoljen pristup globalnoj mrezi. EPC standard
omogucava da svaki tag ima jedinstven ID sa detaljima kompanije, vrste
proizvoda, oznake transporta i serijskog broja. Takode, organizacija
koja upravlja EPC standardom je primorala sinhronizovanu upotrebu
RFID tagova, na naCin da se u odredenoj zoni podaci dijele, kao npr.
ime kompanije ili vrsta proizvoda. Obicno, tree based protokoli su testi-
rani u okruZenju populacije tagova, gdje su ID vrijednosti generisane
proizvoljno. Ovaj tip distribucije se naziva homogena distribucija (engl.
uniform distribution - UD). To nije slu¢aj sa nepravilnom distribucijom
(engl. non-uniform distribution - non—UD) koja je takode zastupljena u
RFID sistemima. PonaSanje tree based protokola je znacajno degradi-
rano u okruzenju sa nepravilnom ID distribucijom. Drugi predstavljeni
protokol u disertaciji je Flexible Query window Tree (FQwT) protokol.
Ovaj protokol je kreiran u cilju da se identifikuje vrsta distribucije
prije samog procesa identifikacije. Ova metoda je omogucena uzi-
majuci u obzir parcijalne odgovore tagova. FQwT protokol znacajno
smanjuje vrijeme identifikacije svih tagova iz dostupne zone kao i en-
ergiju neophodnu za komunikaciju nebitno od distribucije u kojoj tagovi

funkcioniSu.
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Whoever is careless with the
truth in small matters can-
not be trusted with important

matters.

Albert Einstein

Introduction and motivation

n recent years, Automatic Identification has become very popular and useful,

I with the aim of simplifying many activities in service industries, purchasing
and distribution logistics, manufacturing companies, and so on. This technology
was created to provide information about goods, objects, and people. The most
commonly used form of electronic data-carrying devices in use in everyday life is the
smart card, based upon a contact field. The mechanical contact that the smart card
uses is very impractical. The ideal and flexible solution of transferring data between
the reader and the data-carrying device is contactless communication. Technology
that uses procedures with the aim of transferring power and data wirelessly is called
Radio Frequency Identification (RFID).
Nowadays, RFID has become very popular and its growth is increasing every day.
The main feature of this technology is that RFID tags do not require close handling,
and no line of sight is required between the reader and the object that needs to be
identified. In 2015, over 10.1 billion RFID tags were produced, and this figure will
rise to 19 billion by 2026. The numerous companies using RFID systems and the
global sales of RFID systems were approximately 900 million $US in 2000. It is
estimated that in 2025, the RFID technology market will be worth 40.5 billion $US
[IDTechEx, 2017].



1. Introduction and motivation

One of its most important features is its ability to identify objects wirelessly without
being in their line-of-sight, as opposed to bar code technology. RFID has many
advantages in comparison to other identification systems: a faster identifying speed,
greater longevity, its data encryption, and, most importantly, no line of sight is
necessary. This proves to be beneficial in many industries, such as, health care, retail,
inventory management, supply-chain management, and wireless sensor networks.
The main aim of RFID is to reduce logistical overhead, cost, and minimize product
losses. It provides a process with higher productivity. RFID originated from radar
technology, and it has greatly evolved since then. Currently, this technology goes
beyond identification purposes, and it is being used in localization and sensing
applications. Furthermore, there is a growing class of battery-free computational
and sensing tags which go beyond simple barcode replacement functionality, referred
to as Computational RFID (CRFID) and RFID sensor tags.

This section will present the main Automatic Identification technologies; these in-
clude RFID, which is the baseline of this thesis. Later, the main problems addressed

here will be explained.

1.1 Automatic Identification Systems

Automatic Identification Systems (AIS) are widely used with the aim of identifying
a person or object with a higher percentage of success. The technologies most
used for AIS are: barcode, optical character recognition, and biometric procedures
[Floerkemeier 07]].

1.1.1 Barcode

A barcode is an optical translation organized in the form of alternating vertical bars
and spaces. Also, it consists of a digital or alphabetic code. This is used to identify
the object that carries the barcode. This system became commercially successful
when it started to be used in supermarket checkout systems. According to the
statistics, barcode systems in Western Europe at the beginning of the 1990s had a

turnover volume of around 3 billion.



1.1 Automatic Identification Systems

The barcode most used in the global market is the European Article Number (EAN).
It was created in 1976 to fulfil the requirements of the grocery industry. It is defined
for all marketed products. This code comprises 13 numbers, divided into four
components: the number system, the manufacturer code, the product code, and the
check digit. The first three digits of EAN-13 (GS1 prefix) are used to identify the
GS1 Member Organization which the producer has joined. The following 5 digits
correspond to the manufacturer code assigned to each manufacturer by the indicated
GS1 prefix. One company uses the same manufacturer code. The 5-digit number
limits all the manufacturers that there can be to 99,999. The next code, the product
code, is assigned by the manufacturer. This code needs to follow the manufacturer
code. The length of this code can be between 9 or 10 digits, depending on the length
of the country code (2 or 3 digits). Figure[I.I| shows the EAN-13 number.

Number Manufacturer Product Check
System Code Code Digit

] Ll . L . L A
f ] ] i |

Figure 1.1: Example of the structure of a barcode in EAN coding.

1.1.2 Optical Character Recognition

Optical Character Recognition (OCR) is a system to recognize printed or written
text characters using a computer. This technology was used for the first time in the
1960s. It uses a photoscanning of the text, character by character. After that, the
system analyses the scanned image and translates the character images into ASCII
character code. Nowadays, OCR is used in production, service, and in banks for the
registration of cheques. It is also used to check processes, and sort credit cards by
the received mails.

One of the advantages of OCR is the high density of its information and it is able to
read data visually in the emergency. An example of OCR is shown in Figure
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This technology is not acceptable for universal use because of its high price and the

complex reader systems required.

Figure 1.2: Example of the use of OCR technology [World 15].

1.1.3 Biometric Procedures

Biometric procedures measure particular human characteristics. They are used to
identify people by comparing their unique physical characteristics. In practice, the
most used systems are fingerprinting procedures, voice identification, and retina (or
iris) identification.

Voice Identification is the identification of a person from the characteristics of their
voice. This technology uses a microphone that collects voice signals and sends them
to a linked computer.

Fingerprinting procedures recognize the lines on human hands organized in the
fingertips. This technology has been used since the 1920s in order to identify
criminals. Usually, the fingerprint readers are placed at an entrance to a building in
order to verify the people who want to get in. Some modern systems require less
than a second to recognize a fingerprint. An example of the fingerprinting procedure

is shown in Figure[1.3]
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Figure 1.3: Example of the use of biometric technology [Web 13].

1.1.4 Smart card

A smart card is a type of electronic data storage system. It has an integrated
computing capacity and a microprocessor placed in a plastic card with a size similar
to a credit card. The first smart cards were produced in the 1980s in the form of
prepaid smart cards. This identification model needs to be inserted into a reader that
makes a connection to the contact surfaces of the smart card. Using the embedded
microcontroller, smart cards have the ability to store large amounts of data. Smart
cards use high encryption model and mutual authentication. This technology has
been very popular since the 1990s. The smart card market represents one of the
fastest growing technologies in the field of AIS. The most popular forms of smart
cards are memory cards and microprocessor cards. Memory cards operate using a
sequential logic and can also incorporate security algorithms. They are very efficient
and have a low price. Another form of smart card is the microprocessor card, which
contains a microprocessor connected to some memory. These flexible cards are used

in security-sensitive applications. A comparison of these Al systems is shown in

Table 11



Technology Barcode OCR Biometric IS Smart card RFID
Line of sight Yes Yes Yes Yes No
Degradation Limited Limited / Contact No influence
Data density Low Low High Very high Very high
Machine readability Good Good Expensive Good Good
Readability by people Limited Simple  Difficult Impossible  Impossible
Integration complexity Low Medium Very high Low Medium
Reading speed ~4's ~3s ~5-10s ~4s ~0.5's
Distance from the reader 0-50cm <lcm  Contact Contact 0-10 m
Typical data quantity 1-100B  1-100B / 16-64 kB 16-64 kB
System cost Low Medium Expensive Low Medium

Table 1.1: Comparison of different Al systems showing their advantages and disadvantages [[TSL 17].
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1.2 RFID technology

RFID technology belongs to the field of AIS. It is relatively similar to the smart card
technology, where the data is stored in an electronic data device, the transponder
[Finkenzeller 10]. Unlike a smart card, RFID does not use galvanic contact to
exchange the data between the reader and transponder. It uses magnetic or electro-
magnetic fields. In RFID technology, the information is carried by radio waves. This
technology uses low power in order to transmit and receive information between
the reader and transponders attached to a person or an object. RFID represents
one of the most pervasive computing technologies due to its low price and broad
usability. These features have brought this technology into mainstream applications.
Nowadays, RFID can be found in areas such as retail chains, warehouses, industry,
logistics centres, etc. One of the main advantages, unlike the traditional bar code
technology, is that it enables identification at a distance. However, RFID can provide
much more.

In the following, a brief review of the history of RFID, the system components that

participate in its operation, its features, coupling, and frequencies will be given.

1.2.1 A brief history of the RFID technology

The first traces of RFID date back to World War II, when some countries began to
use the radar technology discovered in 1935 by the Scottish physicist Sir Robert
Alexander Watson—Watt in order to warn land forces of approaching planes while
they were still far away. Later, during the 1970s, RFID technology was used by
the military to control access to some important areas, such as nuclear plants and
weapon stockrooms. The first implementation of reflected power (backscattering)
RFID tags was by Stev Depp, Alfred Koelle, and Robert Frayman at the Los Alamos
National Lab in 1973. This technology used only passive and semi-passive tags. It
contributed to significantly reduce the price of the tags and maintenance of the whole
system. The first patent associated with RFID was granted in 1983. Standardization
for the interoperability of RFID began in the 1990s. The new century has contributed
to improve this technology, which has led to its miniaturization, while the cost of
the RFID has constantly continued to fall. In 2004, the MIT Auto-ID centre started
to promote the EPC standard [EPCglobal §]. In the most recent period, from 2005
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on, RFID technology has been widely used in every industrial and private sector
with a high percentage of usability [Landt 05]. Nowadays, RFID technology is used

widely by customers and companies.

1.2.2 The Global RFID Industry

The IT industry had a boom in the previous century and in the present one. There
has been a similar situation with RFID: it has grown rapidly, exceeding 10 billion
$US in 2015. Analysts estimate this will surpass 17 billion $US in 2020. Nowadays,
this global industry is concentrated in European and American markets. In 2015,
these areas represented nearly 70% of the mature applications of the global market
of RFID. Development of RFID depends of the whole industry chain. A current
issue is that the production of RFID chips is monopolized by companies such as
Alien Technology, NXP, and Freescale. In terms of RFID transponders, China is in
the leading position and made the largest production base, over 70% of the world’s
total. The increasing need for RFID technology is omnipresent in the healthcare
sector. This technology will improve supply chain efficiency and ensure patient
safety. Also, human errors in healthcare processes will be drastically reduced. The
use of RFID has increased in larger companies, such as Airbus, Boeing, and the U.S.
Department of Defence. Aerospace companies use RFID in order to improve the
supply chain and enable efficient logistics and manufacturing operations. Inevitable
integration of RFID is omnipresent in the bigger markets, like Wal-Mart. Wal-Mart
replaced barcode technology with RFID and enhanced its efficiency.

1.2.3 Components of an RFID System

RFID systems consist of the following components: the reader, a back-end database,
and the tags [Floerkemeier O7]. The reader is a control unit with one or more
antennas. This device interrogates the tags to transmit their data. It consists of a
radio frequency (RF) module, a control unit, and a coupling element to wirelessly
communicate with tags at short distances. Readers are able to communicate with
an application subsystem using an interface in order to transfer data between the

application software and the tags. Some examples of readers in real scenarios are
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presented in Figure [I.4] The back-end database is intended to store and further
process the data about the identified tags, in a database.

Every RFID system contains one or more transponders (tags). Every tag has a
unique identification code (ID) and includes an integrated chip and an antenna,
and can be attached to objects. They are made up of an integrated circuit (IC), an
antenna, and a substrate. Using a coiled antenna, tags can receive and transmit
RF queries using an RFID transceiver, basic modulation circuitry, and non-volatile

memory that stores the unique data.

Figure 1.4: Types of commercial RFID readers [ElectroSome 17].

In accordance with their power supply, tags can be categorized into three groups:

active, passive, and semi-passive.

¢ Active tags contain an integrated battery and can initiate communication.
These tags can be identified from a greater distance than passive tags. This
type of tag has more features than passive tags, e.g., in terms of data storage
and sensor capabilities. An active tag has a limited lifetime because of the
integrated battery: when it is exhausted, the tag is unusable. For this reason,

active tags are not efficient for disposable consumer products.
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< Passive tags do not contain a battery: their power is supplied by the reader.
They are energized by harvesting energy from the reader. Passive tags are
used when low cost and long lifetime are sought, and provide lower coverage.
Thus, the tags’ hardware 1s simpler. This process will be explained in the

following subsection. Some shapes of tags are shown in Figure[I.3]

<o Semi-passive tags have an integrated power supply but it is used only for the
internal control circuitry. They use power from the reader in order to transmit

data. A comparison of active and passive tags is shown in Table [[.2]

PaperTag  EPCTag Inlay Tag | ButtonTag

- \

. Metal Tag Glue Tag Key Tag Glass Tube Tag
. 7
2 B ] £

-  — ¢ it
¢ ! I |
EarTa ; ;
g CeramicTag . DiscTag Pocket Tag

Figure 1.5: Different construction formats of RFID tags [ElectroSome 17
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Criterion Active tags Passive tags Semi-passive tags
Power source Built in reader Provided by the reader Battery on tag for chip operations
Availability Continuous Within the field of the reader Within the field of the reader
Signal strength
N 8 Very low Very high Low
(Reader to tag)
Signal st th
1t Strens High Very low Low
(Tag to Reader)
Operating range >100m <7m <10m
Price 10-50 $US 0.05 US$ 10-50 $US
Neither backscatter nor indu-
Communication Principle ctive couplingi Tag generates  Either inductive coupling ?r Backs?atter
electromagnetic waves on backscatter (Near or Far Field) (Far Field)
their own.

Table 1.2: Comparison of active and passive tags [TSL 17].
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1.2.4 Frequency, Range and Coupling

The most important features of an RFID system are the operating frequency of
the reader, its coupling methods, and the range of the system. RFID systems
operate in low frequency (LF), high frequency (HF), and ultra-high frequency (UHF)
bands. Every RFID system that uses different frequency range has advantages and
disadvantages.

RFID systems that operates in LF (30-300 KHz) have the slowest data rate (DR)
but have very good capabilities for operating near metal or liquid surface. Typically,
LF RFID systems operate at 125 kHz. Using this range, tags can be identified up to
10 cm and the system has a slower reading speed.

The HF band ranges from 3 to 30 MHz. Most HF RFID systems operate at 13.56
MHz with a read range from 10 cm to 1 m. Systems that operate under this frequency
are used for ticketing, payment, and data transfer applications.

The UHF frequency band covers the range from 300 MHz to 3 GHz [Barthel 06]].
The read range with the use of these frequencies is up to 12 m and has a faster DR
than systems which operate at LF and HF. Also, UHF systems have a very important
advantage: the price of the tag is lower than 1 $US. A comparison by frequency
range is shown in Table

RFID systems use two coupling methods: inductive coupling and electromagnetic
backscattering or far-field propagation. These coupling methods are shown in Figure
Using inductive coupling, the reader forms a magnetic field between itself and
tags. It supplies the tags with power from the magnetic field.

Passive and semi-passive RFID do not use radio transmission as used by active
tags, instead they use a modulation of the reflected power from the reader antenna
that emits electromagnetic energy. All the tags reflect back some of the power
transmitted by the reader, but change some of its properties, and in this way send
back data to the reader. This is called backscattering. The microchip uses the energy
to change the load on the antenna and reflect back an altered signal. In far-field
propagation, the reader transmits a signal to the tags and they backscatter a response
back to the reader. This propagation enables the reader to identify tags at longer
distances than with inductive coupling. Passive and semi-passive tags modulate

some of the energy being transmitted by the reader in a backscattering process. They
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use a Continuous Wave (CW) signal from the reader and change the loading of the

antenna from absorptive to reflective.

Frequency Key applications Standard

125 kHz (LF) Low price of passive RFID tags for animals  ISO 18000-2

Low price of passive RFID tags for objects

13.56 MHz (HF) ISO 14443

(library book, clothes, etc.)
For remote control for vehicle centre
400 MHz ] ISO 18000-7
(locking systems)
Auto-ID Class 0
Auto-ID Class 1

ISO 18000-6

868 MHz, 915 MHz, For logistics - active and passive RFID tags
922 MHz (UHF) (Europe, U.S. and Australia)

An ISM band -active and passive RFID tags

2.45 GHz (microwave) .
(with temperature sensors, GPS)

ISO 18000-4

Used for long read range for active and
5.8 GHz (microwave) passive RFID tags (vehicle identification, ISO 18000-5
highway toll collection)

Table 1.3: Frequencies used in RFID systems [TSL 17]].

1.2.5 Security and Privacy Issues

It can be said that RFID systems are subject to many attacks, from attacks on the
physical layer to attacks on the application layer. Physical attacks can be very
simple, such as interfering with the identifying tags using aluminium foil. In this
case, the reader will be unable to read a tag attached to some objects (usually in
supermarkets). More sophisticated physical attacks are jamming attacks, which
can permanently damage radio devices. However, hackers have one main focus on
breaking the identification/authentication schemes using weaknesses of implemented
algorithms. Also, they are able to clone or modify information integrated in the
tag. The overriding attack on RFID systems is the spoofing or impersonation attack.
In this attack, the hacker is able to clone information from a tag without physical
replication. A lot of attacks have been put an end to, but there still exist open issues

when security is considered.
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\ Signal Signal
Reader Reader
antenna antenna
(2 (b)

Figure 1.6: The coupling methods: (a) inductive coupling, (b) electromagnetic

backscattering.

The main privacy concerns in RFID technology are the tracking of people and their
locations, and the tracking of customers and their habits by retail companies. One
of the main issues in RFID is providing a sufficient level of privacy. This is similar
to the tracking of animals and articles, the real threat of abuse of this technology
is also referred to people. Tags are small enough to be inserted under human skin
or to be integrated into the clothing. RFID technology becomes more and more
advanced every year, and people suffer from higher possibilities of being tracked.
For instance, Wal-Mart integrated RFID chips into every product and after purchase
the customer can be tracked. These issues maybe can be eliminated by finding a
chip in the clothes and destroying it. Greater problems will occur with passports.
The U.S. government made a decision to integrate an RFID in every passport and
simplify the process of identification at the border. This passport will be protected
and no one can do anything with the chip. It enhances the possibility of tracking the
person. This feature can also help terrorists and thieves to determine the traveller’s
identity. This privacy issue can be solved by the following approaches: encryption,
all information will be encrypted; access control, the key to decrypt the data will be
encoded in the passport and could be obtained by scanning with an optical reader;
the passport covers will be covered by a metallic mesh that creates a Faraday cage
and this method will neutralize identification when the passport covers are closed. It
can be concluded that every person can control the effect of this technology on their

privacy.
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1.3 The tag collision problem

In most RFID systems, several tags can be found within the range of the antenna.
These tags may transmit information to the reader at the same time using the
same communication channel. This causes the reader to be unable to decode their
responses, forcing them to retransmit their messages until they are received correctly.
This leads to an increase in the time needed for any identification, as well as the
energy consumed in the process, and is called the tag collision problem [Leong 05],
[Klair 10]], [Abraham 2. Figure shows an example of the tag collision problem,

where the reader tries to receive the data from all the tags in the interrogation area.

Interrogation area

4 (¢ )

((cr))) ((
S (( (),

Figure 1.7: The tag collision problem.

In order to solve this issue, a multi-access method needs to be adopted. However,

RFID possesses several properties that make this problem unique:

¢ Tags are usually simple devices, do not have a power source, and operate with

low computational capacity.
¢ The number of tags is initially unknown to the reader.

¢ Tags cannot communicate with each other since their responses are so weak
that only the reader is able to decode them. Therefore, the reader manages the

whole process.
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< Due to the limited resources of the tags, the protocol needs to be computation-

ally simple at the tag side.

All these features demand the creation of protocols, called anti-collision protocols,
to solve this problem. These protocols try to resolve the collisions in a fast and
energy efficient manner. One of the most common types of anti-collision protocol
found in the literature are the tree-based protocols. These protocols use queries,
which are bit-strings generated by the reader, that the tags compare and respond if
they match them. There are two types of tags: those with and those without memory
(memoryless). The main difference is that the response of a memoryless tag depends
only on the query immediately transmitted by the reader, and on the ID of the tag,
whereas memoryless tags use internal counters saved from one response to the other.
This feature causes the reinitialisation of the identification procedure if the tag loses
power. Memoryless protocols are, therefore, query based protocols, and the research
presented in this thesis is based on this type of protocol. These protocols will be

explained in Chapter 2.

Tagl | 00101001
Tag2 ( 01111100
Tag3 | 10001001 |
Tag4 | 11100111 |
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Figure 1.8: Example of four tags in the interrogation area.

1.4 The tag ID and its associated problems

Every tag has a unique ID, which is stored in an RFID electronic chip with any
additional information. The tag ID is a bit string of 0’s and 1’s that uniquely defines
the tag. All the tags in the range of a reader’s antenna form a group of tag IDs,

collections of 0’s and 1’s, that together become a distribution of bit strings. This
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distribution can be homogeneous, i.e., the likelihood of finding a O or 1 in the same
position of all the IDs is equal, or heterogeneous if there are ID parts repeated among
the different IDs. The main issue in some anti-collision protocols, particularly in
tree- and query-based protocols, is that their behaviour directly depends on the type
of the distribution and on the length of the ID. Figure |1.8|shows four 8-bit tags with

different forms of organization of their IDs.

1.4.1 The Electronic Product Code

The Electronic Product Code (EPC) is designed to provide a unique identity for
every physical object in the world [GS1 11]]. This standard is used in the information
systems that need to track or perform someother operation that refers to physical
objects. A huge number of applications use the EPC standard and are based on
RFID tags as the data carrier [Technology 15]]. The EPC can differentiate between
two identical products, and a single EPC can provide particular product information
(date of production, origin, batch number, etc.). The basic format is shown in Figure
[1.9] The header presents the main information (length, type, structure, version, and
generation of the EPC). The EPC Manager Number is the entity that is responsible
for maintaining the subsequent partitions. The Object Class identifies the class of
objects, and the serial number identifies the instance of that class. This way of
organizing the tag IDs can cause tags stored in similar places to share a great part
of their IDs, e.g. being differentiated by only one bit. The organization of the EPC

produces heterogeneous distributions.

Assigned by EPCglobal Assigned by Manager Owner
| |

1/ |

= N

Figure 1.9: The basic format of EPC.

The protocols presented in the recent literature have usually been tested under
homogeneous distributions. Most of the tree-based protocols, and particularly those
based on queries, are severely affected by any heterogenity of the distributions. This

means they are highly dependent on the distribution of the IDs of the tags and the

17



1. Introduction and motivation

protocol features are highly dependent on the parameters of such a distribution. In

this thesis, an anti-collision protocol to deal with these problems is proposed.

1.5 Motivation, hypothesis, and objectives

The main idea for writing this thesis comes from the need to continue the work
started in the thesis of Landaluce [Landaluce 4], where the window methodology
was presented. That methodology was created with the aim of managing the num-
ber of bits transmitted by the tags. It makes effective use of an adaptive window,
controlled by the reader, which restricts the total number of bits that are transmit-
ted by the tags and decreases the total number of transmitted bits as well as the

identification time. This methodology, however, has some drawbacks:

o The number of reader bits transmitted is considerably increased due to the

increase of the number of slots needed to identify a tag.

¢ The protocol assumes that the tags are able to differentiate among the query
and the window size on every reader command. This is, however, not possible
since the length of the query and the window size are dynamic variables that

would need additional information to indicate the sizes of the fields.

o The proposed solution helps to improve the performance of the growing
number of current RFID applications, such as sensing and asset management
and will not increase the complexity of the tags to be able to work in passive

manner.

1.5.1 Hypothesis

Once the problem has been presented, the following hypothesis is proposed with the

aim of solving it:

It is possible to develop an RFID anti-collision protocol, using memoryless
passive tags in order to reduce the energy consumption and decrease the ide-

ntification time regardless the type of the tag ID distribution.”
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In this thesis a tree-based anti-collision protocol will be presented. It is a memoryless
protocol: the tags do not require any counter or memory. The tags are passive and
use coupled power originating from the reader. The main focus will be on designing
and implementing a tag ID distribution estimator that will be incorporated in a
tree-based protocol in order to work efficiently with different tag ID distributions.
This estimator reduce the identification time and energy consumption of a passive
RFID system.

1.5.2 The objectives

This thesis will propose two approaches to alleviate the influence of the tag ID
distribution and resolve other issues that affect the functioning of the protocol. Both
approaches will operate with memoryless tags based on queries. The first approach
proposes the standardization of the window size used by the protocol. This will solve
the problem of differentiating the window size from the query in a reader command
and also will decrease the total number of bits transmitted in the identification
process.

The second approach can estimate the tag ID distribution. The estimation results
will be used in order to calculate the ideal number of bits the tags must use when
responding to the queries during the interrogation round. Furthermore, it will show
the flexibility of its features, providing good results for different tag ID distributions.
The secondary objectives that arise from the hypothesis and are needed for the

fulfilment of the main objectives are:

¢ Analysing the existing anti-collision protocols and the window methodology

to determine which processes can be improved.

¢ Development of a technique to standardize the window sizes in order to solve
the problems encountered in the window methodology. It will also need to

decrease the total transmitted bits in the identification process.

¢ Design and development of a tag ID distribution estimator. An updating
strategy based on the window methodology will allow the protocol to aggres-
sively advance through the common parts of the IDs during the identification

process.
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<o Development of an anti-collision protocol using the tag ID estimator to work

under different tag ID distribution conditions.

¢ A testing environment needs to be configured that will be used for the com-

parison of the previous solutions with the one proposed in this thesis.

o After performing the simulations, the results will be evaluated in various
aspects. The main protocol criteria for the evaluation will be the reduction
of the identification time and the energy consumed by the reader. Therefore,
the bits transmitted by the tag and the reader will be analysed as well as their

influence on the previous measurements.

1.6 Methodology of the investigation

RFID technology is progressing every day, with accelerated growth [Idtechex 135]].
The methodology of the investigation needs to be appropriate to this progress. Here,

the methodology followed in this research is presented.

( : ) Declare the
| Solution la':’tpproach | ¢ hypothesis
Improvement of [ Experimentations | .
1 . =) Publicat;
[ the knowledge } ___and validation ublications
Analysis of the | — Hypothesis
obtained results validation

Figure 1.10: Methodology used in this thesis.

The methodology presented in Figure [I.10] can be summarized in the following

points:

¢ The knowledge in this field can be improved by using the related literature
and all the publications of the scientific community. This allows determining

the limitations of the already existing protocols.
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¢ Design a solution that will solve the problems defined in this thesis. The
hypothesis and objectives need to be defined that make connections between

the problems and the potential solutions.
¢ Implementation of the designed procedures.

¢ Experimentation and validation need to be performed in order to compare the

obtained results.
¢ Analysis of the obtained results. This will justify the hypothesis presented.

¢ Validation in scientific publications in order to present the investigations to

the scientific community.

¢ Spreading of the knowledge obtained during the whole investigation process,

contributing to the scientific community.

1.7 Structure of this thesis

This subsection presents the structure of this thesis. The thesis consists of the

following chapters:

¢ Chapter 1. This chapter introduces the thesis and provides a basic under-
standing of RFID technology, presenting the main components of every RFID
system, its operation, types of tags, methods of transferring data, etc. The
explanations in this chapter help to better understand the benefits of this tech-
nology as well as its disadvantages. RFID technology is introduced as the
basis for presenting the tag collision problem that is addressed in this thesis.

Additionally, the main hypothesis and the objectives are presented.

¢ Chapter 2. This chapter provides explanations of some of the most important
anti-collision protocols in RFID systems. It gives a basic classification of
these protocols in order to better understand the different existing strategies
used to solve collision problems. In this chapter, the Aloha-based protocols,

the tree-based protocols, and hybrid protocols will be reviewed.
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o Chapter 3. This chapter presents one of the main procedures of this thesis,
window standardization. This window standardization has been created with
the aim of differentiating the query from the length of the window. The
proposed Standardized Query window Tree (SQwT) has the ability to locate
the bit string representing the window size inside the reader command.

<o Chapter 4. This chapter provides the explanations of the main contribution
in this thesis, the Flexible Query window Tree (FQwT). It is a flexible anti-
collision protocol with the aim of estimating the tag ID distribution and
therefore providing improved results in terms of identification time and energy

consumed by the RFID system, regardless of the ID distribution.

¢ Chapter 5. Here the hypothesis presented at the beginning is validated. The
simulations provided compare the protocols from the literature and the pro-
posed protocols in this thesis. This chapter also includes a discussion of the

results.

¢ Chapter 6. Finally, this chapter ends the thesis and collects all the conclusions
of the previous chapters. Also, this chapter proposes the next steps that

research in this field may take.
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The happiness of your life
depends upon the quality
of your thoughts, therefore
guard accordingly.

Marcus Aurelius

State of the art

FID is a technology that uses radio frequency in order to identify tags, which do
R not need to be positioned accurately relative to the reader [Finkenzeller 10],
[Azambuja 08]. The operation of an RFID system involves the situation where
numerous tags are sharing information in the interrogation zone of a single reader at
the same time. RFID systems can differentiate two main types of communication.
The type of the communication where the reader transmits data to many tags is
called broadcast, and is shown in Figure The second type, depicted in Figure
[2.2] forces all tags in the interrogation round to transmit their data to the reader.
This type is called multi-access [Finkenzeller 10], [Shih 06].

The reader sends out electromagnetic waves which the tag antenna receives and
backscatters with its ID, converting the waves to digital data. In every interrogation
round, the reader attempts to read a single tag from among a population of many
tags. When more than one tag transmits to a reader, this leads to the cancellation of
their respective information, and the resulting message is illegible. This tag state is
called collision [Leong 03], [Klair 10], [Abraham 2|]. This is a widely known topic
in RFID research and it is called the ‘tag collision problem’. Collision results in
a loss of identification time and an increase of power consumption. To reduce the

impact of the tag collision problem, RFID readers use an anti-collision protocol.
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Reader

Figure 2.1: Broadcast mode: The reader sends data to all tags in the interrogation

round.

| Tag2
— ““E“" | Tags
=
" Tag 3

Figure 2.2: Multi-access form: All tags transmit data to the reader simultaneously.

Firstly, some basic terms will be given in order to properly understand the most

closely related anti-collision protocols:

¢ Slot: The period of time that divides the tags’ responses is called a slot. It
includes a reader command and a tag response. During the identification
process, and depending on the number of tag responses received by the reader,
three types of slot can occur: collision, idle, and success. A collision occurs
when more than one tag answers the reader’s command in the same slot.
When no tag responds to the reader’s command, then an idle slot happens. A
success occurs when just one tag is correctly read by the reader and, therefore,
identified.

¢ Query: A broadcast command transmitted by a reader to require the tags to
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respond. In case a tag’s ID does not match the query, the reader command

will be rejected.

Identification process: This is the time period that includes a certain number
of time slots or rounds that the reader needs to identify all tags in the range of

its antenna.
Latency: This is the time needed to complete an identification process.

Efficiency: This measures the exploitation of the tags’ responses and the

influence of a collision on a tag response. It is calculated using the expression

n
Slt

consumed slots.

x 100, where n is the number of tags, and si; denotes the total number of

Communication between a single reader and several tags is based on sending and

receiving information. Every communication channel has a predefined capacity,

which is specified by its maximum data rate and the range of its antenna. The

available channel capacity must be divided between all tags in the interrogation

zone in such a way that all the data can be transmitted from the several tags to a

single reader without mutual interference. In early radio technology the problem

of multi-access was noticed. Many participants tried to access a single satellite or

base station. For this reason, many procedures have been developed with the aim of

separating the individual participants’ signals from one another.

. Read range I

Tag

AT o : ~ AT

Reader }* ‘{ Reader

~ 4 K /

Figure 2.3: Reader collision.
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2.1 The collision problem

The general problem of collision in RFID can be classified into two different

situations:

¢ A reader collision occurs when the reader tries to make communication with
tags that are in the coverage area of another reader. This type of collision is

shown in Figure[2.3] This collision causes two different problems:

o Signal interference occurs when the fields of two or more readers overlap
and interfere. This problem can be solved by programming all readers

to read at fractionally different times.

o Multiple reads of the same tag occur when the same tag is read once by

every overlapping reader.

¢ A tag collision occurs when more than one tag attempts to transmit its ID
at the same time: the reader will receive a mixture of the tags’ signals and
cannot undersand it. This type of collision is shown in Figure

... Readrange

’ Tag\‘\

\

:{ Reader

Tag

Figure 2.4: Tag collision.

Simultaneous responses from numerous tags prevent the reader from translating
the signal correctly, which decreases throughput. No tag is aware of the activity of
any other tag, and so they cannot avoid transmitting at the same time as other tags.

The transmissions of three tags, shown in Figure [2.3] are not synchronised, but in
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many cases the reader is synchronised with at least one tag in the interrogation zone.
In the presented illustration, the reader is prevented from decoding the entirety of
the transmission and it has experienced a collision. In order to solve the mentioned

problem, anti-collision protocols have an important influence.

2.2 Multi-access methods

Each anti-collision protocol uses some multi-access methods for identification in or-
der to separate physically the transmitters’ signals. Accordingly, they can be catego-
rized into four different types: Space Division Multiple Access (SDMA), Frequency
Division Multiple Access (FDMA), Code Division Multiple Access (CDMA), and
Time Division Multiple Access (TDMA) [Finkenzeller 10], [Burdet 04]], [Klair 10].

Figure [2.5|shows various multiple access and anti-collision procedures.

Moulti-access methods

}
! ' } }
Space Time Frequency Code
SDMA TDMA FDMA CDMA

Figure 2.5: Multi-access methods.

SDMA — The term space division multiple access relates to dividing the channel
capacity into separated areas. Protocols based on this method can point the beam
at different areas in order to identify tags. The channel is spatially separated using
complex directional antennas. Another way of achieving this is by using multiple
readers. As a result, the channel capacity of adjoining readers is enhanced. A huge
number of tags can be read simultaneously as a result of the spatial distribution over
the entire layout. This method is pretty expensive and requires complex antenna
design. The use of this type of method is restricted to a few specialized applications
[Yu O8], [Sayeed 09], [Banks 03]].

FDMA - Tags transmitting in one of several different frequency channels requiring
a complex receiver at the reader. Consequently, different frequency ranges can be

used for communication from and to the tags: from the reader to the tags, 135 kHz,
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and from the tags to the reader, in the range 433-435 MHz. However, this technique

is expensive and is only intended for some particular applications [Liu 09].

H Tag 3
Tag S
Tag 4 >\ Tag 1
Reader Q
Tag 6 Tag 7
Tag 2
ogation area

Figure 2.6: SDMA procedure.

Available response

frequencies @ -
@ 5'
@

Reader| 5

Figure 2.7: FDMA procedure.

CDMA — Requires tags to multiply their ID by a pseudo-random sequence (PN)
before transmission. CDMA is very good in many ways, such as the security of the
communications between the RFID tags and the reader, and multiple tag identifi-

cation. It adds a lot of complexity and is expensive for RFID tags. Furthermore,
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Tag 2

Number of tags

Tag1

Time (t)

Figure 2.8: CDMA procedure.

this method consumes a lot of power and can be classified as a group with elevated

demands )

4 Timeslot]l Timeslot2 Timeslot3  Timeslot4

| Tag 2 | |Tag3 | | Tag 5 |

Number of tags

Time (tifslots

Figure 2.9: TDMA procedure.

TDMA - As it is less expensive, this method is the most widely used. This method
involves the largest group of anti-collision algorithms. The transmission channel
is divided between the participants and ensures that the reader can identify a tag at
different times in order to avoid interfering with another one. The space-distributing
characteristic of tags is not considered. The number of tags in the interrogation zone
is reduced after every successful response. Another option involves the ability to

mute all tags except the transmitting tag. After that, the tags are activated one by

one [Tang 07], [Wang 09b]].
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In an RFID environment, anti-collision protocols typically use the TDMA method.
Protocols that use this method first select an individual tag from a large group using
a certain algorithm and then the communication takes place between the selected tag
and the reader. Significant increases in the number of collisions in the identification
process decreases the throughput and increases the number of transmitted bits. These
protocols can be divided into three categories: Aloha-based protocols, tree-based
protocols, and hybrid protocols (which use a combination of the first two methods).
In the following subsections there will be presented some Aloha, tree-based, and

hybrid protocols.

2.3 Aloha protocols

Aloha-based protocols use a random-access strategy in order to successfully
identify the number of tags in an interrogation area [Wang 09al], [Schoute 10],
[Vogt 02a]], [Zhu 10bl], [Maguire 09]], [Zhu 10a], [Eom O8], [Chen 09], [Lin 10],
[Li 111, [Vales-Alonso 11]. They belong to the group of probabilistic protocols
because the tags transmit their own ID in randomly selected slots in a frame in order
to reduce the possibility of a collision. However, it is not guaranteed that all the tags
will be identified in the process of interrogation. These protocols suffer from the
well-known tag starvation problem, in the sense that a tag may not be correctly read
during a reading cycle due to an excessive number of collisions with that same tag.
Every frame consists of a certain number of slots, and the tags can only respond
once per frame [Schoute 10].

The main Aloha-based protocols can be divided into four subgroups: Pure Aloha
(PA), Slotted Aloha (SA), Frame Slotted Aloha (FSA), and Dynamic Frame Slotted
Aloha (DFSA) protocols.

2.3.1 Pure Aloha

Pure Aloha (PA) is one of the simplest anti-collision protocols. It is based on
TDMA [Abramson 70|, [Roberts 75]. Whenever tags enter the interrogation zone,
they randomly choose a frequency on which to transmit their data. A collision will

occur if several tags transmit data at the same time, and so there can be complete or
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incomplete collisions. A complete collision is when the messages of two tags collide
entirely; an incomplete collision, however, is when only part of the tag message
collides with another tag message. This procedure is shown in Figure [2.10]and will

be repeated until all tags are successfully identified.

ner 0 B e

Tag B

Tag C

Reader ‘ \‘ ‘ ‘

Incomplete Identified Complete Identified Identified
collision Tag B collision TagA Tag C

Figure 2.10: An example of PA.

PA has several variants:

¢ PA with muting. When this type of Aloha protocol is used, the total number
of tags will be reduced after each successful tag response. As can be seen in
Figure[2.10] tag B will be silenced by the reader, first going into “sleeping”
mode and will not respond again [Burdet 04], [Klair 07]].

¢ PA with Slow Down. This version of the Aloha protocol uses a “slow down”
command instead “muting” command. The aim is to reduce the data commu-
nication rate. After a tag identification, the reader slows down the identified
tag’s frequency, resulting in the tag’s adapting its random back-off counter to
a decreased data rate [Burdet 04]], [Klair O7].

o PA with Fast Mode. Every time the reader detects a tag at the start of trans-

mission, it will send a “silence” command in order to stop the other tags from
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transmitting. Tags will resume transmitting only when the reader has sent the

ACK command or until their waiting time has expired [Burdet 04], [Klair 07].

¢ Other variants involve combinations of these: e.g. PA with fast mode and
muting, and PA with fast mode and slow down [Burdet 04], [Klair O7]].

2.3.2 Slotted Aloha

In order to avoid incomplete collisions, Slotted Aloha (SA) has been created. In
SA, the time is divided into several slots and each tag must randomly select a slot in
which it will transmit its data [Abramson 70], [Burdet 04], [Klair 07]], [Rohatgi 07],
[Namboodir 12]]. The communication between the reader and the tag is now syn-

chronous. An example of communication with this protocol is presented in Figure

211

‘ zS]ntl\ ‘ Slot 2 ‘ Slot 3 ‘ ’S]I}t4\ ‘ Slot 5 ‘
Tag A ‘ ‘ ‘ ‘
Tag B
Tag C
Reader | m ‘ m ‘ ‘ ‘ ‘ ‘ ‘

Complete  Complete Identified Identified Identified
collision collision TagB  TagA Tag C

Figure 2.11: An example of SA.

Also, SA has some more variants:

¢ SA with muting/slow down — The identification process is similar to that of

PA with muting/slow down, but in a slot manner.
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2.3 Aloha protocols

¢ SA with early end. If the reader detects no communication at the beginning of
the slot, the reader will close the slot early. The reader uses two commands:
start of frame (SOF) and end of frame (EOF). The first command is used to
start the identification process, and the second is used in order to close an

empty slot earlier.

¢ SA with early end and muting. When the reader successfully identifies a tag,
it will send a mute command, thereby reducing the number of transmitting
tags. If the reader detects no response in a short time, it will also close the

slot earlier using the EOF command.

¢ SA with slow down and early end. This variation combines the decrease in the
data rate of the identified tags with the early end of a slot if no tag responds

there.

2.3.3 Framed Slotted Aloha and Dynamic Framed Slotted Aloha

In Framed Slotted Aloha (FSA), the time is divided into a variable number of
frames, and each frame consists of several slots [Bueno-Delgado 09], [Schoute 10],
[Vogt 02a], [Vogt 02b]], [Cha 05]]. All tags need to transmit data into a fixed length
frame, but each tag must choose only one slot in a frame to transmit data within. This
protocol significantly reduces the probability of collision since tags can only respond
once in a frame. Before the beginning of communication, the reader generates a
random time less than the fixed frame size, to select just one slot in frame. If a
collision occurs, the involved tags will again choose a slot in which to respond in the
next frame. The main inconvenience of FSA is the slot wastage when the number
of tags is small and the size of the frame is significantly bigger [T. W. Hwang 06]
[Wieselthier 89].

In order to ameliorate this disadvantage, the Dynamic Slotted Aloha (DFSA) pro-
tocol has been developed [Yan 08]], [Lin 10}, [Schoute 10]. DFSA is capable of
changing the frame size according to an estimate of the number of tags. At the
beginning of each frame, the reader informs the tags of the frame length. Every tag
selects a random number [0, F — 1], where F denotes the frame size and all tags

respond within the number of slots. At the end of the frame, the reader estimates the
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number of colliding tags, then adjusts F accordingly. Tag estimation can involve
some disadvantages, such as: increased computational costs in the identification
process and errors that degrade the protocol’s efficiency. Examples of these two

protocols are shown in Figure [2.12]

Slot Frame
|_I_| I |
FSA Reader || | B [ ] L B/ -
Coll. Coll Succ. Suce. Coll Succ. Succ.
Frame 1 Fra:lnez
DFSA Reader ||| | [] B ,
Coll. Succ. Suce. Suce. Suce.

Figure 2.12: Example of FSA and DFSA.

2.3.3.1 Q protocol

The Q protocol is used in the EPCglobal Generation-2 (Gen-2) standard [EPCglobal 8],
[Maguire 09]]. The Q protocol is a DFSA type protocol that modifies the frame size
using the feedback from the last frame accomplished [Wang 09a]]. The Q algorithm
can jump into the following frame without finishing the current one [Wang 09a].
The Q algorithm operates with two basic parameters: O, and a constant ¢ that can
be modified depending on the situation [Namboodir 12]] [Bueno-Delgado 09]]. The
variable () is an integer ranging from 0 to 15. This protocol works with three types

of commands:

¢ Query command, transmitted by the reader to all tags in the interrogation area
in order to force all tags to choose a slot number (SN) from [0, 2¢ — 1]. This

command initiates the identification process by providing a new value of ().

¢ QueryAdjust is the command used to instruct all tags to increase, decrease, or
keep unchanged the value of Q and reselect their SN. @),,.,, denotes the last
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calculated Q. Accordingly, Q could be increased by c, decreased by c, or left
unchanged, according to the algorithm.

¢ QueryRep is used in order to notify all tags to decrease their SN by 1.

Select Qfp, c

|<|

Q = round(Qnew)

Send Query

Collision (response >1) Success (response = 1)

Response
of I'I'GII

Idle (response = 0)

Calculate Calculate
Qnew =round(Qic) Qnew =round(Q-c)

4
Query REP

Query ADJ Query REP Query ADJ Query REP

Figure 2.13: Flow chart of the Q protocol.

The procedure of the Q protocol is given in the flow chart in Figure 2.13] If it is
time to start a new inventory round, the reader will transmit a Query command. If
the tags receive Query or QueryAdjust, they need to choose SN from [0, 2¢ — 1]. If
they receive a QueryRep, all unidentified tags decrease their SN counter by 1. Only
tags with SN=0 will generate a 16-bit random number (RN16) and respond with an

RN16 to the reader. There are three posibilities, depending on the tags’ response:

¢ Successful reply. If only one tag responds and the reader successfully received
RN16. Subsequently, the reader sends an acknowledgment command (ACK)
and only the tag that successfully responded recognises the ACK and reports
its EPC to the reader.
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¢ Collided reply. In case more than one tag transmits RN 16, a collision occurs.
Then, the tags will increase (),,.,, by the constant c. Typical values for c are
0.1<¢<0.5. The value of c is adjusted according to the type of application.

Higher values of ¢ will provide more aggressive frame adjustments.

¢ No reply. When no tags respond in the slot, the reader decreases ()., by c.

A similar protocol solution provides different updating steps for no-reply and col-
lided reply by calculating the probabilities of idle slots and collided slots, without
considering the parameters in Gen-2 [Lee 07]], [Cha 05].

Table [2.1| summarizes the observations regarding the Aloha protocols.

rotating,booktabs,tabularx,ragged2e

2.4 Tree-based protocols

One of the main features of tree-based protocols is that they are deterministic,
since they are ideally designed to identify the whole set of tags in the interrogation
area [Law 00], [Finkenzeller 10], [Peeters 10], [Yeh 11]], [Myung 06]], [Gou 10],
[Zein 10], [La1 09], [La1 12], [La1 10], [Yang 11], [Hush 98]. These protocols have
simple design tags and work very well with a uniform set of tags.

Tree-based protocols usually work with a muting capability since they need to have
identified tags stay quiet after their identification. First, the most popular tree-based
protocols are presented here. Then, a selected group of protocols will be presented
with the common feature of the use of Manchester coding. The first group includes:
Query Tree (QT), Query Window Tree (QwT), and Smart Trend Transversal (STT).
Another group consists of tree-based protocols that use Manchester coding: Binary
Search (BS), Collision Tree (CT), Optimal Query Tracking Tree (OQTT), and
Collision Window Tree (CwT).

2.4.1 Query Tree protocol

The query tree protocol (QT) is one of the most representative memoryless protocols,
where the reader must provide the tags with a query and the matching tags must

respond with their full ID [Law 00]. Tag response directly depends on the current
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query, ignoring the past history of the communication. QT tags involve only simple
hardware requirements because they only compare the reader query with their own
ID and respond if it coincides. The identification process consists of more rounds in
which the reader sends a query, and tags whose ID prefix match the current query
respond with their whole ID binary value. In the case of a collision, the reader forms
two new queries by appending ¢ with a binary 0 or 1. New queries will be placed in
a Last Input First Output stack (LIFO). If there is no answer to a query, the reader
knows that there is no tag with the required prefix, and the query is rejected. This
kind of slot is called idle. If just one tag responds to the reader query, that tag will
be identified. By extending the query prefixes until only one tag’s ID matches, the
algorithm can identify the rest of the tags. The identification procedure is completed

when the LIFO stack is empty.

TagA TagB Tag C Tag D TagE TagF
slot 1 000100 | 001010 | 100011 | 101110 | 110110 | 111001

/\

slot2| g:0 | 000100, 001010 |  slt7[ g:1 | 100011, 101110, 110110, 111001
Slot 3 q'g{) | 000100,001010 |  swots [ g:10 | 100011, 101110 |

Slot 4 | qoloo | 000100 | siot9 [ g:100 | 100011 |

Slot 5 qﬂl{]l | 001010 | Stot10 [ g:101 | 101110 |

Slot 6 stot11 [ g:11 | 110110, 111001 |

slot 12 q:110 | 110110 |

sot13 (_g:111 | 111001 |

Figure 2.14: Example of the QT protocol.

Figure [2.14] shows the QT protocol being used to read 6 tags (Tag A — Tag F). Each
tag uses an ID length of k = 6 bits. At the beginning, the LIFO stack is empty, and
the reader starts with the null string. After a collision occurs, the reader pushes
queries 0 and 1 into LIFO stack. During the second round, the reader pops from
the stack and transmits query 0. In the example in Figure 2.14] tags 000100 and
001010 match the required prefix, which causes both to transmit and collide. The
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reader is unable to understand the messages from the tags. The reader then pushes
into the stack queries 01 and 00. In the next round, the reader transmits query 00.
Again, both protocols respond with their ID and a new collision occurs. In the stack,
the following new queries are added, 001 and 000. The reader transmits query 000
and just one tag responds (000100). This tag is successfully identified and will not
answer any of the following reader requests. The reader then transmits query 001 in
slot 4, which matches tag 001010. In the next round, the reader pops and transmits
query O1. For this query, there will be no response since there are no tags with that
prefix. In round 7 the reader transmits the query 1 and the tag from the right side
of the tree responds. Four tags will receive this query and a new collision occurs.
The reader experiences a collision, since tags 100011, 101110, 110110 and 111001
responded to the query 1. As a result, queries 11 and 10 are pushed onto the stack.
The identification process is repeated until round 13, in which the reader transmits
the last query (111) from the stack. Overall, the reader uses 13 rounds to read 6 tags.
In the literature there have also been proposed numerous extensions to the QT
protocol [Cho1 06], [Myung 06], [Zhou 04], [Cho1 07], [Bhandari 06].

2.4.2 Smart Trend Traversal protocol

The Smart Trend Traversal protocol (STT) is a deterministic and memoryless proto-
col, created with the aim of reducing the number of collisions in the QT protocol
[Pan 11].

This protocol has the ability to dynamically issue queries according to an online
learned tag density and distribution. It proposes a combination of the QT protocol
and the shortcutting method in order to skip a query which results in collision. When
the protocol detects the potential possibility of a collision, it will avoid it and move
to the bottom level of the binary query tree. STT provides trend recognition.

The reader keeps track of the tag density and distribution in order to issue the
subsequent queries, and consequently, minimizes the number of empty slots and
collision slots.

In this protocol, it is not necessary to have any prior knowledge of the network, and
it outperforms the existing protocols. The ideal number of queries can be the total

number of single nodes. The ideal queries group, referred to as the query traversal
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path (QTP), is denoted by ) = q1,q2, g3, - - - , ¢n, Where g, is the last query used in

the identification process [Yan 12].
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Figure 2.15: An example of STT protocol.

It is difficult to achieve, but it is desirable to get close to its value. The reader
can calculate the subsequent queries depending on the tag response, which can be

classified into three types:

¢ A collision occurs when QTP is at too high a level and should be move down
by adding a longer prefix to the query. Consequently, the reader appends ¢
bits of 0’s to the last query, where t = s + n.,; — 1. Let s denote the minimum

increase, and n.,; be the number of consecutive colliding slots.

¢ An idle slot occurs when no tag responds to a reader query. QTP needs to
traverse up just one level, which can lead to a new collision. This rule will be
applied only to the right side. If the empty response comes from the left side
of the tree, QTP must move horizontally to the right. The reader will decrease
the query length by m bits, where m = s + n¢p, — 1 and ne,y,, is the number

of consecutive idle slots.

< Upon a successful response, a single node is visited, indicating that the tag has

been identified successfully by the reader. Then QTP moves to the symmetric
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node if the query finishes with 0, but it returns one level if the query finishes
with 1.

The identification process of the STT protocol, which was explained above, is
depicted in Figure [2.15| with 4 tags.

In conclusion, STT significantly reduces the number of collisions, the identification
time, and the energy consumption, compared to the existing Aloha-based and tree-

based protocols.

Reader side Tag side

( Q@G | wsbits | | ) (X0 Xo oo o X0 | Xatyeros X | oo % )
v
if

Comparison

Xy Xpy -o0 5 X

'

ws bits

wsp Wy | ==t X

Figure 2.16: Example of a communication slot between the reader and one tag.

2.4.3 Window based protocols

In the majority of tree-based protocols, tags respond with their full ID or with the
bits from the last query, when the query sent by the reader matches the tag ID prefix.
In Figure [2.16] an example of a communication slot between the reader and the tag
is presented. In order to reduce the number of bits transmitted by the tag, a window
method has been proposed [Landaluce 13]], [Landaluce 14], [Landaluce 16]. In
the identification process, a lot of slots end up colliding, and this contributes to
a huge waste of bits. Protocols that use the window method reduce the number
of bits transmitted by the tags. The window is defined as a bit-string of length
ws bits transmitted by a tag in a slot. This bit-string is computed at the reader
side, respecting the condition O<ws<k. It is shown in Figure Most tree

based protocols use a fixed tag response during the identification process, but some
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protocols use different methods based on an operational process with a dynamic

response that is based on window synchronization.

ws=1 ;
ws=2 ; ..
q=101 ) Collision
ws=3 Tag T5: 110100
= Go-On
ws=2 ;
q=1011 ) Success

Figure 2.17: Window synchronized answer.

2.4.3.1 Query Window Tree protocol

The Query window Tree protocol (QwT) is a memoryless tree-based protocol that
applies a dynamic bit window to QT [Landaluce 13| [Landaluce 16]. Tags respond
directly depending on the current query. QwT tags compare their ID value with the
query received and transmit a certain amount of bits, managed by the reader. This
reduces the complexity of passive tags, their energy consumed, and the identification
time. A reader and tag flow chart of QwT are given in Figure [2.18(a) and (b).
When tags appear in the interrogation area, the reader will broadcast to them by
transmitting a query length of L bits. Tags will respond if their ID prefix matches
the query sent by the reader, but with the previously specified amount of bits. One of
the main features is that the total number of collisions is decreased by transforming
potential collisions into partial successful slots. This is a new type of slot, called
go-on slots. The previously explained window methodology is implemented in the
QwT protocol. The window allows tags to transmit just the bit-string instead of
their full ID. If tags match a reader query, they will synchronously transmit the next
adjacent ws bits of the ID. This protocol uses cyclic redundancy check (CRC) in
order to differentiate between the types of tag responses. Accordingly, the slot types

that can occur in the QwT protocol can be classified into 4 groups:
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¢ Collision slot. When the reader cannot differentiate the answer, the reader
will create two new queries by appending ‘0’ and ‘1’ to the former query
[¢1,92---q1]- The window size ws, will remain unchanged, with the value used

in the previous query.

¢ Idle slot. When there is no response, the reader will discard the query and

retain the same ws from the last command.

¢ Go-on slot. This occurs when at least one tag responds with a window and the
reader is able to understand it. If L+ws<k is not true, the reader will transmit
a new query created from the former query and received window. During this

query the reader will append an updated ws value.

¢ Success slot. This is a type of go-on slot where the reader successfully
receives the last part of the tag ID and L+ws=k. Then the reader can save the

tag, calculate the new ws, and continue with the identification process.

Using the QwT protocol, the reader computes ws using the expression (2.1, where
S is an adjustable parameter. This heuristic function is employed in order to provide
dynamism to the value of ws. It can only be applied to the go-on and Success
slots, since in a Collision or an Idle slot, ws will be held unchanged. The proposed
protocol keeps the memoryless feature of QT in that it is an applied bit window
procedure. It provides a decrease in the number of tag-transmitted bits, but increase
the number of slots and reader-transmitted bits. Altogether, this tree-based protocol

achieves significant energy savings and a reduction in the identification time.

fL)=k(1—ePE), 0<L<k (2.1)

2.4.4 Manchester coding

Some tree-based protocols work using Manchester coding, which can be used to
locate bits that have collided [Finkenzeller 10], [Klair 10], [Rohatgi 07]. The use

of Manchester coding for the purpose of tracing the collision to an individual bit
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Figure 2.18: Flow chart of QwT protocol: (a) for reader; (b) for tags.

is called bit-tracking in the literature [Jia 12]. In Manchester coding, the value of
a bit is defined by the change in the voltage level: a negative or positive transition.
A logical 0 is coded by a positive transition; a logical 1 is coded by a negative
transition. In the case where a minimum of two tags simultaneously transmit bits
with different values (‘0” and ‘1’), then the positive and negative transitions of the
received bits violate the coding rules, and a collision can be tracked.

As shown in Figure 2.19] Tag 1 is 1100 and Tag 2 is 1010. Both tags are syn-
chronously transmitting data. The reader can understand the first bit, but the second
and the third bit cause a collision. The reader detects a violation of the Manchester
codification on those bits, and so this is interpreted as a collision located at bits 2

and 3.
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Figure 2.19: Example of Manchester codification showing a collision at the 2nd and
the 3rd bits.

2.4.4.1 Binary Search protocol

The procedure in the Binary Search protocol (BS) algorithm [Finkenzeller 10],
[Wang 06] involves transmitting a serial number from the reader to all the tags in
the interrogation area. Only tags which have an equal or lower ID value than the
received serial number will respond to the request. Then the reader checks the tags’
responses bit by bit using Manchester coding and if a collision is detected, the reader
divides the tags into subsets based on the collided bits.

Table [2.2] shows an example of BS being used to read four tags (Tag A to Tag D).
The reader starts by interrogating tags with the maximum ID value 111. Tags with
a value less than 111 will respond to the query. Their answer results in collision
XXX, where all three bits have experienced a collision. In the next slot, the reader
transmits a new query by replacing the most significant collided bit (MSB) with a 0.
The reader transmits a new query, 011, in the next slot, and all tags compare their
ID with the received value. Communication in this slot again results in a collision
(01X). In the second slot, the reader replaces the third bit of the command with a 0
and transmits the next query, 010. In the new interrogation round (slot 3) only Tag
A has a value equal to or lower than 010, and therefore it is identified successfully.
After this slot, the reader restarts the query value with the initial value 111 and

transmits it. This procedure is repeated until all tags are identified.
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This protocol has two more versions: Enhanced BS protocol (EBSA) and Dynamic
BS protocol (DBSA) [Yu 05]. The main difference from EBSA is that it does not
restart the reading procedure after a tag is identified, as in the basic version of BS.
In order to reduce bit consumption, the reader transmits in the initial slot only ‘1’
instead of transmitting all ‘1’s. In the DBSA version, the reader uses the knowledge
from the last slot and reduces the number of transmitting bits. For example, if the
reader has received 01X, it will request the tags to transmit only the last bit, since

the initial prefix has been already identified.

TagA TagB TagC TagD
(010) (011) (100) (110)

Slot number Reader command Result Type of slot

Slot 1 111 010 011 100 110 XXX  Collision
Slot 2 011 010 011 01X Collision
Slot 3 010 010 010 Success
Slot 4 111 011 100 110 XXX  Collision
Slot 5 011 011 011 Success
Slot 6 111 100 110 1X0 Collision
Slot 7 101 100 100 Success
Slot 8 111 110 110 Success

Table 2.2: Example of the BS protocol.

2.4.4.2 Collision Tree protocol

The Collision Tree protocol (CT) is an improvement of QT which uses bit-tracking
technology in order to find which bits collided and also where they are [Jia 10],
[Jia 12]. The reader, using the bit-tracking technology, can trace a collision to
an individual bit and get the correct bits successfully. This feature works using
Manchester coding, which can locate the conflicting bits on the basis of voltage
transitions.

The basic features of this protocol is that it decreases the collision slots and elim-
inates the idle slots. This contributes to better results in terms of the latency and
the number of bits transmitted. The advantage of this protocol compared to the QT

protocol is that CT has no idle slots and reduces collision slots.
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Figure [2.20] presents how this protocol works in an environment with 4 tags. At the
beginning of the identification process, the reader generates two queries 1’ and ‘0°
into a LIFO stack. Then, the reader pops query ‘0 from the stack and transmits it
to the tags. In this case, one tag (010110) matches the query and responds with its
ID, and the tag is identified. Then, the reader sends a new query from the stack ‘1°
and a collision occurs. With bit-tracking, the reader can find the colliding bits and
use this to resolve possible collisions. The reader pushes two new queries ‘11° and
‘10°, and firstly transmits ‘10°. The second tag is identified (101010). On the next
transmission, a collision occurs again. The reader is able to trace the collision to the
fourth bit. Two new queries are made: ‘1111° and ‘1110°. These are the last queries
in the interrogation round because both tags (111011, 111101) are identified. From
this example it can be noted that there are no idle slots, the number of collision slots

and the latency are reduced, which is the basic aim of the CT protocol.

10— 1
Figure 2.20: Example of the CT protocol.

The conclusion is that CT is a stable and efficient anti-collision protocol for RFID
tag identification. The performance of CT is very dependent on the total number of

tags in the interrogation area.

2.4.4.3 Optimal Query Tracking Tree protocol
The Optimal Query Tracking Tree protocol (OQTT) divides all the tags in the

interrogation area into small tag sets in order to reduce the number of collisions at
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the beginning of the identification process [Lai 13]]. This protocol uses three main
approaches: bit estimation, an optimal partition, and a query tracking tree.

With the bit estimation, the reader, using the bit tracking technology, can estimate
the number of tags in the interrogation area with a small deviation. This phase
detects the status of the bits to perform the estimation. The reader broadcasts the
parameter /, which denotes the default value of the tag ID length. After receiving a
command, all tags must randomly choose a value k& between 0 and /-1. To simplify
the procedure, the tags only respond with a bit string of length b, instead of a bit
string of length [. All tags generate a b-string of all “0” and set the bit k mod b to
“1”. Accordingly, the reader can compute the number of selected bits (NSB), and
the number of nonselected bits (NNB) from the tags’ responses. The probabilities
of bit’s being selected or of being nonselected are calculated from the expressions
presented in (2). Finally, the optimal estimation of the number of tags is denoted by

7i and calculated from (3).

1
P —(1— o)
rap(n) =(1-7) 2.2)
Prgg(n,l) =1— Pryg(n,l)
~ - . [ x P?“NB(TL, l) B NNB
n(la NNB7NSB) = arg mrgn (l % PTSB<Tl,l) NSB (23)

The next approach is an optimal partition which determines the number of initial
sets. The reader divides the tags into different sets with initial queries.

The query tracking tree is the last procedure in OQTT, and splits the set of collided
tags into two subsets using the first collided bit of the tags’ responses. This procedure
is followed until there are no more queries left in the stack.

The queries in the optimal partition are calculated using the equations ¢; + c; = m
and 2c¢; + co = 2l, where c¢; denotes the number of (I-1)-bit queries and ¢, the
number of /-bit queries. The number of bits in each query is computed from the

equations 2/ — 1 < m < 2l.
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Table [2.3] shows an example of OQTT. In the interrogation area there are 5 tags,
whose IDs are: ‘1010°¢, ‘1100°, ‘0100¢, ‘0010 and ‘0111°. At the beginning of the
frame, the reader estimates the number of tags, which here is n = 5. By using this
estimatate for the number of tags, the initial number of sets is calculated with the
formula m = [0.595824 x n], which yields 3. When m = 3, there are two 2-bit
queries and one /-bit query. The reader generates the queries 00, O1 and 1 and
pushes them into the stack. In the presented example, c; = 2 (queries 00 and 01)
and ¢; = 1 (query 1). As presented in Table[2.3] when the reader pops a query, the
tags answer with the value k — ¢, where k and ¢ are the lengths of the ID and the
query, respectively. When a collision occurs, this protocol splits the collided query

according to the first collided bit. This is the case with slots 3, 4, 5, and 6.

Slot Query Tag response
TagA TagB TagC TagD TagE Status Stack
(1010) (1100) (0100) (0010) (0111
Est. 00,01,1
1 00 10 Identified 01,1
2 01 00 11 Collision 010,011,1
3 010 0 Identified 011,1
4 011 1 Identified 1
5 1 010 100 Collision 10,11
6 10 10 Identified 11
7 11 00 Identified empty

Table 2.3: Example of the OQTT protocol.

However, OQTT may incorrectly estimate the tag number. But the estimation error
is negligible, only producing an imperceptible difference in the final result of the
number of queries. According to the literature, e.g. [Lai 13]], this protocol provides
an efficiency close to 0.614 and is one of the most efficient anti-collision protocols
for tag identification. Although the slot efficiency obtained by OQTT is very high,
the preprocessing increases the energy consumption of the protocol, especially in

dense tag environments [Lai 13]].
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2.4.4.4 Collision window Tree protocol

The Collision window Tree protocol (CwT) is the second proposed window based
protocol that applies a dynamic window to CT [Landaluce 14], [Landaluce 16l]. This
protocol adopts two techniques: bit tracking and bit windowing. The bit tracking
uses Manchester coding with the aim of identifying the colliding bit in the tags’
responses. This technique avoids using the CRC, which QwT used in order to
identify the type of slot. This protocol does not remove idle slots as CT does, but

instead decreases the total amount of bits transmitted by all the tags.

[ Reader Initialization ]

" Query LIFO Stack ‘
[0. 1] PR
— DR [ Waiting fora |
) P N Query :
{ T l YeS Empty LIFO SR
SR . Stack , p . \
7 7 T No | Receive ‘
(" PushnewQuery | - " . prefix (L bits)
qll\iuq%wlu-wm ‘ Pop and Send ‘ |
prenx = /"\\
qy...q; treceived window L (Q1- ) > P N
. : . p .
| ) \ Qg =ID0L)
Wait for responses \\\ > -
A L . o \3/
//1\50: Go-On P b & - Idle | | Yes
- . 1 g R . 0 i N
L+ws=k > <« | esp(;nse > i Transmit ws bits |
Yes: Sucoess & P coltision R
e - 1 . v
Push Query F Sk
Nprefix+0, Nprefix+1 receivedWin[0:c-1]
(@) & - o ) c:first collided bit (b)

\\‘_ vl

Figure 2.21: Flow chart of CwT protocol: (a) for reader; (b) for tags.

The reader interrogates tags by transmitting a query [q;...q ] of length L, attached
with the ws of length [logows]+1 bits. The bit-string ws notifies the tags of the
number of bits they must send in their reply. The variable ws is computed in every

slot and transmitted together with the query. Only matching tags transmit ws to
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the last query bit received, [t+]1...t,,s+L] of their ID [by,bs...b;]. When the reader

transmits a query, three possible slot statuses can happen after a tag’s response:

¢ A collision slot occurs when at least one colliding bit is found. Then the reader
creates two additional queries [q1,q2...q,w1...weo-1, 0] and [q1,q2. . . qr,W1 ... Weor-
1, 1], using bit tracking. The supplementary queries are made from the last
transmitted query [q;...q;] appended with the received bits [qy,w;. .. Wee-1]
indicating the first colliding bit.

¢ A go-on slot is when at least one tag responds and the expression L+ws<k
is met. Then, the reader creates a new query based on the former query and
the received window from the last slot. The next ws is calculated using the

heuristic function in equation (2.1

o A success slot occurs when the reader checks the expression L+ws=k and if it

matches, the tag is successfully identified.

A flow chart of CwT is presented in Figure The reader transmits the first query
(0) with ws = 1. The matching tags respond with ws bits and the reader looks for a
colliding bit. After slot identification, the reader creates a new query and calculates
the value of ws, depending on the type of slot.

The CwT provides a significant decrease in the number of tag transmitted bits, but
this benefit comes with some loss in the number of slots and the reader transmitted
bits. This protocol achieves important energy savings due to a reduction in the time
needed by the tag transmission process [Landaluce 16].

Table [2.4] compares some of the tree-based protocols.
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Protocol name QT OQTT STT BS CT QwT CwT
They identify the
total number of They are mixture
tags in the inte- of Aloha and Tree- It involves tra- . .
. . . . . It applies a dynamic
They use random rrogation zone. based protocols. nsmitting a serial It is an impro- L .
bit window to QT. It applies the dy-

Protocol feature

Disadvantages

RTF/TTF
Efficiency
System cost
Complexity

multi-access way
to identify tags. In
case of collision,
the tags will be
asked to send data
later with a ra-
ndom time relay.

The reader sends a
query and tags, who-
se ID prefix match
that query, respond
their full ID.

RTF

34.6%

Very low
Very simple

The reader controls
every step of

the protocol, using
commands or queries
to split colliding

tags into subsets,

and further repeatedly
split those subsets
until identifies all

the tags.

Very complex proto-
col, uses three techno-
logies. The preproce-
ssing increases the
energy consumption
of the protocol, especi-
ally in dense tag envi-
ronments.

RTF

61.4%

Very expensive

Very high

They use two me-
thods. The first is
using randomized di-
visions in tree-
based algorithms,
and another is

using tree strategies
after a collision in

Aloha algorithms.

On every collision,
the full tag
response, apart
from the initial
query bits, is
wasted.

RTF
58%
Expensive
High

number from the re-
ader to all the

tags. Only tags
which have equal
or lower ID value
than the received
serial number will
respond on request.

The reader restart
the reading process

after a tag is identified.

RTF

Medium
Medium

vement of QT
which uses Bit
tracking technology
in order to

find which bits
collided and also
where they are.

It wastes a high
number of tag bits
on every collision,
which increases the
energy consumed by
the reader during the
process.

RTF
35%
Low
Simple

All the tags co-
mpare their ID
value with the
query received and
transmit a certain
bit amount mana-
ged by the reader.

When the calcula-
ted ws is high,

the reader command
needs a high nu-
mber of bits to
represent it. That
leads to a wastage
of the reader bits.
RTF

80%

Medium

Medium

namic bit window
to CT and adopts
two techniques:
bit

tracking and the
bit window.

Increase the nu-
mber of reader bits

RTF
61%
Medium
Medium

Table 2.4: A comparison of tree-based protocols
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2.5 Hybrid protocols

Hybrid protocols combine the advantages of tree-based and Aloha-based protocols
to avoid their problems and to provide better features in tag identification [Zhang 13]],
[Bonuccelli 07], [Qian 10], [Porta 11]. Most of them first implement a tree-based
procedure and tag estimation procedure in order to predict the number of tags.
Consequently, the combined procedures of Aloha-based and tree-based protocols
are known for their high complexity and hardware demands. This kind of protocol
can significantly increase the performance in comparison with the previous ones.

Recent proposals include the Tree Slotted Aloha (TSA) and Binary Tree Slotted
Aloha (BTSA). TSA uses a tree structure, and the tag’s responses are organised in

slots, as in FSA. In the BTSA protocol, tags randomly choose a slot after the reader
query.

2.5.1 Tree Slotted Aloha

Tree Slotted Aloha (TSA) is a probabilistic protocol created with the aim of reducing
the number of collisions that occur in FSA [Bonuccelli 07]. When more tags collide
in a slot, FSA tries to solve this problem in the next frame. But in the new approach,
if more tags collide in a frame, only those tags that are involved in that collision are
queried in the next slot.

TSA uses [, — estimation for the initial frame size. This protocol provides very
good efficiency despite the fact that this number can be far from the actual number
of tags.

The initial query consists of a request for data by specifying the frame size /;. Then,
all tags in the interrogation area will generate a random number in the range [0, /;]
and transmit its ID in that randomly selected slot.

The protocol is organized in a tree structure. The first node in a tree is the first
interrogation round. The reader sets the initial frame with the following data: [y,
N, represents the number of transmitting tags in slot i, where ¢ < [y, N; > 0, and
Zi N; > n must hold. If N; > 2, there is a collision in slot i.

At the end of each interrogation round, if the reader detects a collision, it starts a new
frame from each slot where the collision has been detected. This is accomplished

by adding new nodes to the tree: every new node is a son-frame of the collided
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slot. In each round, the tags store the generated random number from the previous
round and increase by 1 their tree level counter so they will know when they should
transmit. Every time the reader detects a collision, it creates a new node in the
tree and a new round involving only the tags that have collided in that slot. This

procedure is shown for the case of the example in Figure [2.22]

Figure 2.22: An example of TSA.

TSA is a modified version of the FSA protocol, created in order to reduce the number
of collisions. This protocol behaves better than FSA. TSA achieves an efficiency
between 37% and 41% [Bonuccelli 07]].

2.5.2 Binary Tree Slotted Aloha

The reader in Binary Tree Slotted Aloha (BTSA) uses a dynamic frame length
adjustment and BTSA algorithm [Wu 13]. Each tag from the interrogation area
randomly chooses a slot and transmit its ID. If the reader identifies a tag successfully,
it will not be activated in the subsequent slots. When a collision occurs, the collided
tags are resolved by binary tree splitting, while the rest of the tags will wait until
that process is successfully completed.

The collided tags are continually split into two sets until each set has only one tag.
This operation is performed by binary tree (BinTree algorithm) [Hush 98|]. The
initial frame length is L = 29 and the highest efficiency is achieved when the initial
frame size is closed to the number of tags. Since BTSA has no estimation of the tag
set size, the reader cannot set the initial frame size according to the number of tags.
There are some protocols presented in order to achieve higher efficiency in a wide

range of the number of tags.
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. gintree | | IETINE TN BinTree

Figure 2.23: An example of BTSA.

2.5.2.1 Dynamic Binary Tree Slotted Aloha

Dynamic Binary Tree Slotted Aloha (dynamic BTSA) involves a dynamic frame
adjustment and the basic BTSA algorithm [Wu 13]]. The advantage of this protocol
is that the reader can adjust its frame size by judging only the first slot type in the
identification process.

Figure [2.24] shows the dynamic BTSA algorithm, where the initial frame length is
L = 29, and the initial Qy = 4.0. The procedure is very similar to the Q protocol.
Firstly, the reader transmits a QueryAdjust command with frame length to all the
tags in the interrogation area. Subsequently, each tag randomly chooses a random
number between 0 and L-1. Tags whose Counter value is O transmit their ID. Then
the reader transmits a new request with a new L and will be capable of receiving
responses in the first slot of the following frame. If the first slot is idle, the reader
decreases the value of Q by 1 (Q=0Q-1) and the reader creates a new frame following
the updated Q. If the reader successfully identifies a tag in the first slot, Q will not
be changed and the reader will move to the BTSA algorithm [Wu 13].

In BTSA, the reader transmits the Query command in a frame. The reader has a slot
counter (SC) that is set to O at the beginning of the frame, and is increased by 1 at
the end of each slot. When the frame length is equal to SC, then the frame finishes.
When the reader receives an ID in a slot, it knows the type of slot and will inform
other tags by transmitting its feedback. If the reader detects a collision in a slot, it
will resolve the collided tags by BinTree splitting [Porta 11]. In order for the reader

to know when the binary tree has finished, it uses the variable B. The initial value

55



2. State of the art

of B is set to be 2. In the case of a collision, B is increased by 1, and if there is no
collision, B is decreased by 1. Only if B=0 does the reader know that the binary tree
has finished.

Dynamic BTSA reduces the number of collisions and improves identification effi-
ciency [Wu 13]].
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Figure 2.24: Flow chart of Dynamic BTSA.

2.5.2.2 Adaptive Binary Tree Slotted Aloha

Adaptive Binary Tree Slotted Aloha (Adaptive BTSA) presents an improvement
on the Q protocol [Wu 13]]. This protocol adjusts the frame size based on the tags’
responses in a current slot. Adaptive BTSA first uses features from the Q protocol.
If there are numerous collisions in a frame, the reader ends the frame earlier and
transmits a new command with a new frame length. If there are excessive idle slots,
the reader again ends the frame earlier and sends a new command with a smaller
frame length.

The reader uses the parameters B and (), in order to calculate the frame length.
The initial frame length is to L = 22 and Q=4. The Q algorithm can adjust the
frame length by adjusting Q. The value of Q is the rounded value of (),, which

is a floating representation of Q. In the following process, the reader dynamically
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Figure 2.25: Flow chart of Adaptive BTSA

adjusts each slot using the presented values and ¢ [Wang 09a]. In the first slot, if a
collision occurs, the reader will calculate () ¢, by increasing it by c. In the case of
an idle slot, the reader decreases (s, by c. When the reader identifies a tag, it will
not change @ y,,. The flow chart of this protocol is shown in Figure [2.25]

The function framesize(Q) shown in Figure [2.25] denotes how a new frame has
started and its length is 22. Adaptive BTSA combines the Q algorithm and the
BinTree strategy. The main difference between Adaptive BTSA and the Q protocol
is that when a collision occurs in the slot, the collided tags will be resolved by
BinTree. Table[2.3]shows observations pertaining to Aloha, tree-based and hybrid

protocols.
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Criterion

Aloha protocols

Tree-based protocols

Hybrid protocols

Protocol feature

Number of tags
to reader commands

Usage

Method
Tag starvation

They use random multi-
access way to identify tags.
In case of collision, the tags

will be asked to send data

later with a random time relay.

Low

Aloha protocols are
commonly used in LF and
HF RFID systems.
Probabilistic

Yes

They identify the total
number of tags in the
interrogation zone. The
reader controls every step

of the protocol, using
commands or queries to split
colliding tags into subsets,
and further repeatedly split
those subsets until identifies

all the tags.
High

Tree-based protocols are

commonly used in UHF and 18000-7

microwave RFID systems.
Deterministic
No

They are mixture of Aloha and
Tree-based protocols. They use
two methods. The first is using
randomized divisions in tree-
based algorithms, and another is
using tree strategies after a

collision in Aloha algorithms.

Medium

Mixture (Aloha and Tree-based)
No

Table 2.5: A comparison of Aloha, Tree-based and Hybrid protocols
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2.6 Conclusion

Anti-collision protocols are a critical part of any RFID system. Every collision
problem produces a series of deficiencies that must be resolved, since it to a large
degree harms the system. The breadth of the literature proves that there has been a
great amount of research. These problems result in wasting bandwidth and energy,
and increasing latency. The newest protocols have become more sophisticated
and achieve better results. Many of them have not been implemented in real
systems. Each protocol uses some multi-access methods for identification in order to
physically separate the transmitters’ signals and accordingly they can be categorized
into 4 different types: Space Division Multiple Access (SDMA), Frequency Division
Multiple Access (FDMA), Code Division Multiple Access (CDMA), and Time
Division Multiple Access (TDMA).

Broadly, there are two main types of anti-collision protocols: deterministic and
probabilistic. Nonetheless, these types can be combined to form hybrid protocols.
In probabilistic protocols, the tags transmit their own ID in randomly selected slots
in a frame in order to reduce the possibility of a collision. The tag answers are
distributed into the slots and all of them have a chance of being identified. This
type of protocol is highly adaptable to appearances in and disappearances from the
interrogation area. Deterministic protocols are ideally designed to identify the whole
set of tags in the interrogation area during each cycle. These protocols usually have
a simple tag design and can work very well with uniform sets of tags, but are slower
than probabilistic protocols.

In the literature, several protocols have been presented, and they can be classified
into: Aloha based, tree based, and hybrid protocols. Tree-based protocols pro-
vide a deterministic approach to identifying the tags, while Aloha protocols are
probabilistic in nature, simple, and promise dynamic adaptability to varying loads.
Tree-based protocols must restart their reading process if a new tag appears in a
reader’s interrogation area while the tags are being read. Hybrid protocols have
been created with the aim of avoiding the problems of the Aloha and tree-based
protocols, but this comes at the expense of complex reader and tag designs. From

these explanations, it cannot be concluded that some protocol type stands out above
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the others. Aloha protocols are used more in HF RFID systems, but in UHF there
are used both protocols.

The main conclusion is that because RFID systems have become more and more
widely present, and because the number of tags has increased, and these system are
faced with more important issues, the use of anti-collision protocols will be more
omnipresent. This thesis will focus on the deterministic approach which have a

bigger capacity for improvement.
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Standardizing the window
methodology

he tag collision problem forces the reader to repeat transmissions, which results
T in a loss of throughput, an increase in the number of transmitted bits, and
increases the energy consumed by the reader as well as its latency. The window
methodology is presented to resolve some of these problems by controlling the
bits transmitted by the tags. This methodology is applied by some protocols in the
literature: QT [Law 00] and CT [Jia_10], so that the number of transmitted bits can
be controlled. The matching tags respond with the calculated number of bits - ws.
QwT and CwT operate using a heuristic function in order to decrease the number
of tag bits wasted on collisions and, therefore, the number of bits transmitted per
tag [Landaluce 16]. As a result, tags transmit only the bits defined by the window
instead of sending their full ID in every response, which results in a smaller total
number of bits in the identification process.
The reader, in the previously explained protocols that use the window methodology
(QwT and CwT), transmits a command that includes the query and the value of the
window size, ws. When tags receive this command, these protocols assume the tag

is able to differentiate the query bit string from the ws bit string. However, this is
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3. Standardizing the window methodology

not reliable in a real system, since the tag needs additional information to know the
lengths of each of these fields in order to separate them. Consequently, they cannot
locate the bit string representing the window size in the received command.

This section proposes a standarization of the window size to a power of 2, which
allows keeping a fixed size for ws, covering all the needed window sizes, and
allowing the tags to easily differentiate it from the query. In addition to this, the
proposed solution reduces the number of bits transmitted by the reader compared to
other protocols that use a window methodology. This results in a lower total number

of bits in the identification process.

Reader commands

query ws=19 e |
v .v| 010 | 10011 |- - -+ |01010011 | |
A
Coﬁj‘f‘? - query ws=9 : :
“Command 2 :
e >| 101 1001 [——— 1011001 | Tag side
ioor] - [omon] |
%,‘;7; - query ws=3 |

|
“oa[u0 [ o |---+ !

Figure 3.1: Example of the reader command on both sides.

3.1 Non-Standardized reader transmission

Tags in the window methodology proposed in Section 2.4.3 can not locate the bit
string representing the window size in the received command. The query bits are
attached to the bits for ws in the same reader command and transmitted to all tags
in the interrogation area. An example of three reader commands using the QwT
protocol is shown in Figure [3.1] These commands can be received in the same
identification proces by the same tag. The tag must compare the received bits from
a query with the corresponding part of its own ID. If the tags’ ID matches the query,
it must respond with ws bits. The tags do not have the ability to know which part of
the reader command is intended for the comparison and which one gives the value
of ws (which gives the number of bits that the tag must transmit in case it matches

the query). The number of bits in the string that gives the value of ws can vary,

62



3.2 Standardized Query window Tree protocol

depending on the value of ws; the length of the query varies as well. Thus, tags are
not able to know how many bits in the reader command are meant to describe ws
and how many are for the query.

The example in Figure 3.1{shows a typical situation on the tag side. The tag receives
the first reader command (01010011) and it cannot determine which part is meant
for the query and which for ws. In this example, the first command consists of a
query of bits (010) and ws=19 converted into the 5-bit binary number (10011). QwT
and CwT assume the tags are able to identify what the transmitted value of ws is,
since the length of this value is variable in the command. Tags using these protocols
are not able to separate these two fields from the reader command.

These issues affect all the protocols based on the window methodology. They do
not provide additional information in the command about the length of the query
and of ws, and therefore tags are not able to distinguish between these two fields. In
order to solve this problem, the Standardized Query window Tree protocol (SQwT)

will be presented in the next section.

3.2 Standardized Query window Tree protocol

The Standardized Query window Tree protocol is proposed with the aim of stan-
dardizing the window methodology: it represents ws by a fixed string, allowing
the tags to differentiate the query from the window size in the reader command
[Cmiljanic 16]. SQwT is a memoryless protocol, since the current response of each
tag only depends on the last query and ws received from the reader, and the tags do
not need to store any variable from one interrogation round to the next one.

The reader calculates the number of bits with which the tags must respond to a
matching query. Instead of sending the number of bits needed to represent ws bits,
the reader using SQwT transmits a new value for s, which is the first higher power
of 2 presented in (3.1)). It will be limited to three bits and included in the reader
command.

Tags receive the value of s and calculate the expression 2°. That is the new value of

ws that the tags are going to use. Tags will always transmit a power of 2 bits (1, 2, 4,
8,16, 32, 64 and 128).
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E.g., if ws=128, the reader first uses @), with the result 7. This is codified into
the binary representation 111. The reader transmits this bit string attached to the
predefined query. The ID length of 128 bits, currently, is the most common in RFID
[Technology 15], and for this reason, SQwWT uses three bits in the reader query for s,
since three bits are enough to provide that maximum value. The process is depicted
in Figure [3.2] For longer IDs, a larger value of s should be used, and a longer bit

string would be needed. Such longer ID values have not been considered in this

thesis.
Reader Tag
log,ws =s XXX(binary) = s(decimal)
s(decimal) = XXX (binary) 2% = ws bits

Figure 3.2: Converting ws between reader and tag.

s = logaws (3.1

3.3 SQwT procedure

As shown in Figure the reader interrogates the tags with a query [¢1, ¢ . . . q1]
and the fixed string s. All the tags will receive this broadcast message, but only
those tags whose ID matches the query will calculate s and respond to the reader’s
request. SQwT dedicates a constant location containing three bits inside the reader
command. This allows the tags to locate the string containing the bits which indicate
the size of the window in the received command. The matching tags calculate ws by
using the expression to obtain the size of the window.

ws = 2° (3.2)

The flow charts, for both the reader and the tags, of SQwT are given in Figure @]
(a) and (b). First, the reader is initialized by pushing two queries into a LIFO stack
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Reader command /\\

| Query (L bits) 3bits Tag ID (k bits)

@Gyl S ' Tag 1 [ X3 X33 - X |window bits| ... 01100... |

ittt il ] I i bits
[window bits| CRC | RUSEYCLRIE). i bt
- . - Tag 2 [ Y1 Y2 --- ¥ window bits| ...01000... |
| window bits| CRC |

| window bits| CRC |

Tag 3 | Zy» 23, --- Z, | window bits| ...11100... |

window, ws bits S bits
Tag responses d

Figure 3.3: Format of the reader command and tag responses of the SQwT protocol.

and the reader pops the last pushed query. For the calculation of the initial ws, it
uses ws=1. Subsequently, the reader obtains s with (3.1)) and codifies it into three
bits. Once s is calculated, a new reader command including a query and s will be
transmitted to the tags. The reader waits for the tags’ answers. The tags receive
the reader’s command (see Figure [3.4(b)) and compare the query with their IDs.
Matching tags will calculate ws using (3.2) and will respond with the remaining ws
bits from bit L; Z'(z11) . . . Z(14ws)» and a CRC. The reader will act, depending on the

type of response, as follows:

¢ Upon a collision, the reader creates two new queries, 1,42 ...qr, 1 and

q1,92 - --qr, 0, and leaves ws unchanged.

< When an empty window is received, the transmitted query is rejected, another

one is popped from the stack, and ws remains unchanged.

o If the received CRC is positively checked, the reader checks the expression
L+ws=k, and if it matches, the tag is successfully identified. Then, the ID is
stored in a database and the query is discarded, to continue with the process.

A new query is popped from the stack.

¢ Upon detecting a go-on, the expresion L+ws<k is met. The reader produces a

new query, attaching the successfully received window wy, ws . . . w, to the
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last transmitted query until it receives the full ID value. The value of ws is
calculated using (2.1).

This procedure is iterated until it gets the empty stack.

[ Reader initialization ]
I

Query LIFO Stack
e J

l Waiting fora |
Vi Reader Command
cs
Stack ‘
No Receive query blts

[ Pop Query ]
| Q...Q
wAL) =
‘ Computing ws
[ Create new Query [ Computing s=log,ws) J
‘ Qe QLW Wi Send command (q;...q,,s)
No: Go-On_A Idle
L — ! 0 _
Yes: Success Collision
>1
Push into LIFO

Stack

a1, @2---qr,1
41, G-+ 0

(@)

Figure 3.4: Flow chart of the proposed SQwT protocol: (a) for reader, (b) for tags.

3.3.1 Tuning the SQwT

SQwT needs a heuristic function in order to reduce the number of go-on slots while
keeping low the number of bits transmitted by the tags. This function is affected by
the standarization of the ws field and needs to be retuned. A heuristic function which
computes ws is given in (3.3). An adequate value of /3 is 0.5 for the lowest number
of transmitted bits in the identification process. This calculation is simulated for the
range of [ values (/5=0.1-0.7), various groups of tags (n = 200, 400, 600, 800, 1000)
and a tag ID length & = 128 bits. Figure[3.6]shows the results of the metric; the best

value of (3 for the total transmitted bits is surrounded with a blue frame.
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QT 0 Qo | (@ cotiision

000 - q()m 100 @‘ 101 o @ Go-On
0000 - @ .0001 1010/6‘\1011 9 Success
00000 "0‘\00001 b 10100 ,Oiwlm 0
G 0‘.‘)0‘.‘)41"‘;),4'E .000011 o‘10101(},"0\ 101011
0000100{,;@()000101 e

1010110 - ~. 1010111

- - TAG D
00001000,3_ 0000100;9 ﬁ E\
- TAG C 10101110 10101111
TAGA TAGB 9‘ (34
TAGE TAG F
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SQwT 0 =1
Q ws=4 g, - (G) TAG A: 00001000
g 00 Ty TAG B: 00001001
000 _Qwﬂ TAG C: 00001011
e 001 TAG D: 00001111
wo @l O noE oo
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00000 - 00001 101011
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o 000010. G 000011
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Figure 3.5: Example of the proposed SQwT and the QT protocol.

f(L)y=k1—ePY), 0<L<k (3.3)

3.4 Comparing SQwT with QT

An example involving the identification of 6 tags is depicted in Figure [3.5|using QT
and the proposed SQwT protocol. The ID length k used is 8 bits and ws is computed
using (3.3)) with = 0.5. The reader first sends the query (0). Tags A, B, C and D
respond with the whole ID value and a collision occurs using the QT protocol. The
difference from the SQwT protocol is in the tag response. After matching query (0)
the same tags as in the QT protocol will transmit, but just with their first ws bits.
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‘ﬁ'n=1000 -£n=800 -+ n=600 »*n=400 © n=200
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P

Total bits transmitted

0.5

0.6 0.7

Figure 3.6: Selected 3 for n tags in the interrogation zone using the total bits transmitted

in the identification process.

The reader receives a partially successful response, and it adds the bit ’0’ to the
previous query, forming a new query (00), with which it continues the identification
process. In this case, (1) calculates ws to be 4 bits. Again, 4 tags match the query
(00) and transmit the following 4 bits. In this round, the reader can not understand
the responses and a collision occurs. The following part of the tree is the same in

both protocols, because three collided slots have occurred.

Protocol Reader bits Tag bits Total bits Collision slots Idle slots Go-on slots

QT 161 360 521 14 12 /
SQwT 98 83 181 5 1 5

Table 3.1: The statistics for the identification processes of the QT and SQwT protocols.

Every time a collision occurs, the reader pushes into the stack two new queries:
l[¢1,92---q1,0] and [q1,¢2 ... qr, 1]. The left subtree under the O branch of both
protocols is the same up to the point of transmitting the query 0000100. The QT
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protocol needs to carry out one more interrogation round because the tags respond
with the whole of their ID values, as opposed to SQwT, which transmits just the
last bits, and tags A and B can be identified. After this success slot, the reader pops
the next query and can identify Tag C. The reader pops out a new query from the
stack (000011), resulting in the identification of tag D. The QT protocol needs two
more slots in order to identify the same number of tags. The right part of the tree is
significantly reduced in the SQwT protocol. After transmitting the first query ’1’
from the right side of the tree, two go-on slots will occur. Afterwards, SQwWT pops
the next query (101011) and detects a collision. The last query created during the
last collision results in the identification of the remaining two tags: Tag E and Tag F.
Eventually, when the comparison of QT and SQwT is analysed, the results show a
lower number of transmitted bits per tag, and a decrease in the number of collisions.

The comparison of the statistics for both protocols is shown in Table [3.1]

3.5 Conclusion

The SQwT protocol has been presented in this section. Its aim is to carry out a
standardization in the window methodology and to reduce the number of reader-
transmitted bits. The existing protocols QwT and CwT are not able to differentiate
the query bits from the ws field in the reader command.

A standardization of the window methodology has been proposed in this section, in
which the value of ws is represented as a power of 2 with a string with a fixed length
of three bits, included at the end of the reader command. This provides the tag
with the ability to locate the bit string representing the window size in the received
command, distinguishing it from the query. The mentioned problem from the QwT
and CwT protocol is solved, and the presented SQwWT protocol achieves a significant
reduction in reader bits and accordingly reduces the total number of transmitted bits

in the interrogation process.
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Invention is the most impor-
tant product of man’s cre-
ative brain. The ultimate pur-
pose is the complete mastery
of mind over the material
world, the harnessing of hu-

man nature to human needs.

Nikola Tesla

Influence of the distribution
of the tag IDs on RFID
anti-collision protocols

very tag has a unique identification code (ID) that allows the object that it is
E attached to to be definitively identified by that number. All the existing tags
in a reader’s antenna range form a group of tag IDs, collections of 0’s and 1’s, that
together consitute a distribution of bit strings. This distribution can be homogeneous,
i.e. the likelihood of finding a 0 or 1 in the same position of all the IDs is equal,
which is called the uniform distribution (UD). On the other hand, a heterogeneous
or a non-UD distribution happens when there are shared parts of the ID among the
different tags.
The standardization of the tag IDs with the EPC standard provides an improvement
of RFID, allowing it to access global networks [EPCglobal 8]. The EPC standard
defines IDs for all the tags in the world: the EPC codes. These codes contain
information, such as the ID of the company, the region of the world, type of product,

etc. The standardization of these bit strings using EPC causes situations where
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several objects that belong to the same company, or are of a similar type, share big
portions of their EPC or ID code.

Anti-collision protocols must consider this factor in the identification process, spe-
cially those protocols that are based on the identification on the tag ID, such as
tree-based protocols. Such protocols are severely affected by heterogeneity or non-
uniformity, which causes an increase in the number of transmitted bits and energy
consumption. Aloha protocols, on the other hand, are not affected by this issue
since they randomly select the slot in which to transmit, without considering the
ID. Moreover, only a few protocols in the literature have analysed or considered the
impact of the ID distribution on the identification process: they only consider the
UD [Lai 13]], [Law 00], [Landaluce 16].

A study of the influence of the tag ID distribution on the protocols’ behaviour is
presented in this section. A new protocol will be presented that estimates the tag ID
distribution, taking into consideration the partial responses of the tags’, within the
window. The aim is to create a flexible anti-collision protocol in order to identify a

set of tags regardless of the type of distribution of tag IDs that is present.

4.1 Tag ID distribution problem with tree-based pro-

tocols

As mentioned above, the standardization of the tag IDs with the EPC standard
provides an improvement of RFID, allowing it to access global networks. RFID
technology is increasingly demanding larger tag IDs. Once this ID has been written
in the electronic chip, it can be read and, in some tag solutions, can be changed.

The tag IDs are not always uniformly distributed. In the UD, the tags are randomly
generated with their ID’s between [1,2* — 1], where k is the ID length. Figure
4.1 shows an example of a UD where the likelihood of obtaining ‘0’ or ‘1’ when
generating the tag ID of distribution is the same. A UD is organized in such a
manner that the tags’ IDs are uniformly spread through the binary tree: using the left
and righ sides of the tree equally. Figure #.2] on the other hand, shows an example
of a non-UD, where tag IDs are not equally distributed in the binary tree, in fact,

they share some portions of their IDs.
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The main problem with tree-based protocols is that their behaviour directly depends
on the type of the distribution and on the length of the ID. These protocols may,
with certain types of ID distributions, suffer a loss of performance in terms of
the consumed bits, latency, and energy consumed. This happens because the tags’
answers directly depend on a reader request and in a heterogeneous environment,
tree-based protocols are forced to repeat unnecessary queries, hence increasing the

number of collisions.

pel
Tag 1: 00010011
Tag 2: 00110011 o Q.
Tag 3: 11101101
Tag 4: 11101110 o @
@ o o
® © @
o 0 @
o N § P
o o o o
...................... '1) 1) 90
Tag 1 Tag 2 Tag3 Tag4

Figure 4.1: Example of a UD

In Figures {.1)and #.2] examples of two binary structures are shown: UD and non-
UD, respectively. In order to understand the implications of the tag ID distribution
for a tree-based protocol, and how these distributions affect the performance, two
of this type of protocol, QT and QwT, are used with both the examples of tag ID
distributions in these figures. Table presents a comparison of the identification
processes for both protocols, under these two distributions. Regarding Figure {.1]
QT needs 18 slots in order to identify this set of tags. The reader transmits 66 bits
and all tags in the interrogation area transmit 86 bits. On the other hand, QwT needs
16 slots, the reader consumes 60 bits, and all tags from the interrogation area send 76
bits. The window methodology enables QwT to aggressively advance through the
common parts of the tag IDs, causing a decrease of 2 total slots, 6 reader bits, and
10 tag bits in comparison with QT. The total consumption of bits for this comparison
is 136 bits for QwT and 152 for QT.
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Tag 1: 10101100 Q.
Tag 2: 10101110
Tag 3: 11101101

o
Tag 4: 11101111 Ve Q
S

o @ .
e e
o e
© © @ ®©
-------------------------------------------- @ o ® o
Tag 1 Tag 2 Tag 3 Tag4

Figure 4.2: Example of non-UD

Comparing, now, the identification of the non-UD distribution shown in Figure
with QT and QwT, the QT protocol spends 24 slots, and QwT 23 slots in the whole
identification process. The reader in the QT protocol needs 106 slots, while QwT
needs 3 fewer slots to transmit all the commands. The most significant difference is
in the tag-tranmitted bits: QT needs 100 bits and QwT only needs 78 bits. The total
consumption of bits is 206 for QT and 181 for QwT.

Distribution Protocol Slots Reader bits Tag bits Total bits
UD: Figure QT 18 66 86 152

QwT 16 60 76 136
Non-UD: Figure QT 24 106 100 206

Qwl 23 103 78 181

Table 4.1: The statistics for the identification process of QT and QwT under UD and
non-UD.

The statistics of the comparison for both protocols are shown in Table 4.1} With the
uniform distribution, both protocols achieve better results and save more slots and
consumed bits. The number of total transmitted bits with each distribution shows
that the organization of the IDs in the tag environment is very important for the
tested protocols. Summing up the obtained results, it can be concluded that QT and

QwT are very dependent on the distribution of the IDs of the tags.
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4.2 Representation of the ID distribution

The whole set of tag IDs constitutes a distribution of binary strings with the shape of
a binary tree, starting from the most significant bit (MSB) to the least significant bit
(LSB). The behaviour of some protocols depends significantly on the distribution
that they encounter. In RFID systems, it is unrealistic to assume that the tag ID
distribution is always uniform. Consider the goods in a supermarket, which belong
to several specific categories. They will share several parts of their ID, since they
may belong to the same supermarket, the same company, the same area, or be the
same type of product, etc. Different tag ID distributions can greatly influence the

performance of a protocol, as shown in the previous section.

.1L

BV-binary value

Figure 4.3: Types of tag ID distribution.

A new way to describe a distribution of the tag IDs is proposed here. Three main
parameters have been defined, that completely describe the type of distribution:
the fixed prefix length (FPL), the binary value (BV), and the number of uniform
subdistributions (d,,). These parameters are shown in Figure and detailed

below:

¢ The fixed prefix length (FPL) defines a specific organization of the distribution
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where all the tags in the interrogation area share the initial part of the ID, of
that length.

¢ Binary value (BV) denotes the horizontal position of the tag ID distribution at

an FPL level. This horizontal position is given as a percentage of 217 — 1.

¢ The number of uniform subdistributions (d,,,) assumes that the organization
of the tag ID distribution is in several subdistributions m following UDs. The
greater the number of subdistributions, the more similar the main distribution
will be to a UD.

An example of varying FPL and BV, with a fixed d,,, is shown in Figure If
FPL = 3, BV =28%, and d;, the first tag in this binary structure will have the initial
binary value 010. BV is calculated as the percentage value from the largest value
in the binary tree for the used FPL (111). In another case, when FPL = 4 and BV
= 80% and 100%, and d,, the tags will have a fixed 4 bits for their initial parts
and the tag ID sets will start with the fixed 4-bit value 1111. This organization has
two different distributions, with the same FPL (4 bits), and two different values
of BV. This distribution tends more towards the UD, unlike the previous one from
the example. Therefore, different ID distributions can be considered in this thesis.
Every type of distribution will have the same number of tags but be organized with
many variations.

The influence of different tag ID distribution can degrade the behaviour of a deter-
ministic protocols, resulting in a higher energy consumption, an increased number of
collisions, and a prolonged identification time. In order to solve these problems, this
section presents a protocol that estimates the ID distribution and further controls the
protocol’s behaviour, providing the flexibility to work with different ID distributions,
yet with similar performances in terms of latency, energy consumed, and total bits

transmitted.

4.3 Flexible Query window Tree protocol

This subsection proposes a novel Flexible Query window Tree (FQwT) and it

analyses its flexibility in detail. This protocol employs the window method and an
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Figure 4.4: Examples of types of tag ID distribution with adjustable values: (a) FPL =
3; BV =28%; dy; (b) FPL = 4; BV = 80%; d; and 100%; d>.

ID distribution estimator. It is also a memoryless protocol, since the tags do not
need to save information in order to be identified, and the tags’ responses directly
depend on the current query and ws.

Excessive collisions increase energy consumption, wasting a large number of tag-
transmitted bits. The FQwT protocol has been proposed to manage the length of the
tags’ responses, in order to reduce the energy wastage in scenarios where tags have

different ID distributions. FQwT has the ability to estimate the ID distribution and
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reduce the number of the bits in the tags’ responses, which provides significantly
better behaviour regardless of the type of ID distribution followed by the tags.
Consequently, this approach results in decreased: energy consumption, number of

transmitted bits, and identification time.

Reader command

query (L bits) s (3 bits)

Q15 G2 -+ qr

query (L bits) ws bits

Reader : ¥ —
)/ Tag ID tiytyy ooty trageee bugr,  oon by
Tag response i i

Wis Wy eee Wy CRC

Figure 4.5: Format of the reader command and tag responses of the FQwT protocol.

A decrease in the number of transmitted bits in an heterogeneous tag environment is
achieved by estimating the tag ID distribution and subsequently adjusting ws in the
reader command. The window method provides a protocol to aggressively advance
through the common parts of the IDs.

The reader calculates ws as an integer in the range of 1 < ws < k but then it is
transmitted, together with a query, to the tags in the changed form s from (3.1).
The string s is a standardized fixed 3-bit value that the reader must send in every
interrogation round. As is shown in Figure 4.5] the proposed FQwT protocol sends
a query and s to all the tags in the interrogation zone. The tags calculate ws using
(3.2) from the received reader command, differentiating it from the query by using
the last three bits of the reader command. The tags receive and compare the query
with their ID; the matching tags respond only with the bits specified by ws. the tag
ID distribution and calculates the next query and ws. The reader primarily estimates

the tag ID distribution. Depending on the environment, the reader can determine
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the type of organization of the ID distribution. The functioning of the protocol is
divided into two phases: the estimation of the distribution, and the identification

process.

4.3.1 Phase 1: Estimation of the ID distribution of the tags

In order to obtain good results, the reader will, in the initial phase of the tag
identification, estimate the type of distribution, store the obtained data, and use it in
the subsequent operations. The first phase ends when the first tag is identified.

The reader flow chart of the initial procedures, called the ID distribution estimation,
in FQwT is given in Figure 4.6 The reader initializes the procedure by pushing two
new queries into a LIFO stack and then the reader starts the identification by popping
the first query from the stack and transmitting it to the tags in the interrogation
area. Initially, ws = 1. In the next interrogation rounds in the first phase, ws will be
calculated using the same rules predefined just for this phase. Apart from the query
of length L in the reader command, the length of ws is attached in the form of (3.1).
Matching tags will calculate the value of ws from the received string s. It will
be the final value of ws.

The value of ws will be calculated during each phase: the estimation of the distribu-
tion and the identication of the tag sets. But the procedure for calculating it will be
different, depending on the phase. Also, all responding tags attach CRC bits so that
the reader can determine the type of the tag response by checking the consistency
of the CRC. When the reader receives one or more responses from the tags, it will
check their consistency. Depending on the type of response, the reader will act

as follows:

¢ Upon a collision, the reader will check the value of ws. If ws is bigger than
1, it will restart at the beginning value (ws = 1). When ws = 1, the reader
will calculate ¢4, the difference between the ID length k and the current
query length L, and locate the first group in a new type of ID subdistribution.
The reader stores the first value of ¢, into LIFO and continues with the
interrogation. All ¢, values are stored into the LIFO stack together with the

the corresponding query, and used when a specific group is identified. Later,
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when the reader pops a query from the LIFO, it will use the same value of ¢,

for the whole identified group to calculate ws.

¢ In case of an empty response, the reader will continue the process with a new

query from the stack and ws will be kept unchanged.

¢ A go-on slot is received if the reader understands the response but the ID
is not complete (g + ws | k). The reader will increase ws by 1 and store the

received window in the stack and use it in the next query.

¢ Finally, when the reader receives the last window bits and completes the
whole ID, a successful slot occurs. The reader saves this tag and completes
the first phase. The following procedure will follow a new phase with addition

calculation.

[ Initialization I

|
Query LIFO Stack I
[0, 1]; ws=1

-

[ Pop Query ]
Qy---Gy

Store ¢, into LIFO
Create new queries

s=(log;ws)
Send Command (q;...q,, )
‘Wait for response

l

e L
e —_— No: Go-On

Create new Query
Qpee QLW W

No response: Idle No
Repeat query
ws=1

Yes: Success

| Continue to the second
phase

Figure 4.6: Flow chart of the first phase in the proposed FQwT protocol.
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An example of ID distribution estimation in an environment of 10 tags using FQwT
is shown in Figures 4.7|and The initial ws is 1 and the ID length £ is assumed to
be 16 bits. The reader starts with a query, 0. All the tags from the example respond
and a go-on slot occurs. A new query is created by appending the window to the last

query. The reader recalculates ws (ws = 2) and s, and attaches it to the query. On

the new reader query (00), 7 tags will answer (Tagl-Tag7) and a collision occurs.

In the subsequent interrogation round, the reader will repeat the same query but with
decreased ws. In this slot, when a collision is detected and ws = 1, the reader can
locate the first group (Group 1) in an unknown type of tag ID distribution and store
cg value in LIFO. From this example, the first branch is denoted by Group 1 and
there are three tags (Tag8—Tag10). Subsequently, the reader checks the value of ws,
reduces it, and creates two new queries by appending 0 and 1 (000 and 001). The
same procedure is followed and Groups 2 and 3 are located and information about

them will be stored into the stack.

query ws =1

Tag1 0 0 o o o 0 0 0 0 0 0 1
Teg2 O 0 0 0 0 0 o o 0 0 [ 0 0 1 0 0
Teg3 0 0 0 0 0 0 0o o 0 0 h 0 1 0 0 1
Tag 4 0 o o 0 1] 0 0 '] 0 0 h 1 0 *] 0 0
Tags 0 o 0 0 0 0 1 0 0 0 1 0 1 1 0 1
Tagé 0 0 0 0 0 0 i 0 0 0 1 1 1 0 0 0
Tag7 0 0 0 0 0 0 i o 0 0 1 1 1 1 0 1
Tag8 0 0 1 0 0 0 0 1 0 0 0 1 0 0 0 1
Tag 9 0 0 l 0 1 0 0 0 1 0 1 0 1 0 0 1
Tagld 0 ] I 1 1 Q o 0 0 i 0 1 0 1 0 1

~ c=6 .

« e~ 10 .

c.= 14 N

&
o

Figure 4.7: An example of the procedure of the estimation of the tag ID distribution.

After the last query (00000000000000), only one tag responds and transmits the last
part of the ID. With this step, the estimation procedure is completed. The reader has
located three groups in the interrogation area and identified the first tag ID. With
this, the first phase of the process is finished. For comparison, Figure §.§| presents
the unused queries from the stack, from FQwT, QwT and QT. The novel protocol
will continue with 22 bits from the stack, QwT needs 68 bits, while the QT reader
needs to spend 66 bits in order to identify the rest of the tags. Finally, when the first
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Slot  Query ws Groupl Group2 Group3 Firsttag Slot type  Distribution status
al 0 1 0 0 0 0 Go-On

2 00 2 10, 11 00 00 00 Collision

3 00 1 1 0 0 0 Collision  Located Group 1
3 000 1 - 0 0 0 Go-On

4 0000 2 - 00 00 00 Go-On

5 000000 2 - 10 00 00 Collision

6 000000 1 1 0 0 Collision  Located Group 2
7 0000000 1 - - 0 0 Go-On

8 00000000 2 - - 00 00 Go-On

9 0000000000 2 - - 10,10,11 00 Collision

10 0000000000 1 - - 1 0 Collision  Located Group 3
alil 00000000000 1 - - 0 Go-On

12 000000000000 2 - - 00 Go-On

13 00000000000000 2 (k-q) - - 00 Success Identified first tag

FQWT LIFO Stack after identification first tag
00000000001; 0000001; 001; 1

QwT LIFO Stack after identification first tag
0000000000101; 0000000001; 000000001; 00000001;
0000001; 000001; 00001; 0001; 001;01; 1

QT LIFO Stack after identification first tag
00000000001; 0000000001; 000000001; 00000001;
0000001; 000001; 00001; 0001; 001;01; 1

Figure 4.8: Comparison of FQwT, QwT, and QT protocols during the identification of
the first tag.

tag is identified, the first phase is completed and then the reader can continue with
the second phase.

After the last query, the first phase is completed and the reader is able to calculate the
values of FPL and d,,,. In the mentioned example, the presented RFID environment
has three identified groups of tags with different values of c,, and the reader will
update the number of subdistributions to d3. Also, in this example, the reader will
allocate values for FPL to 2, 6, and 10. Using this data, the majority of the binary
tree can be constructed. The conclusion is that the array of ¢, after the first phase is

in direct relation to FPL and d,,.

4.3.2 Phase 2: Identification Phase

This phase is based on the identification of all the tags in the interrogation zone
by using the estimated values (c,) from the first phase. An exponential heuristic
function that links ¢, and L to ws (here it is f(c,, L)) is presented (4.1)) in order to

provide dynamism to the value of ws in order to maintain a balance by reducing the
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" Beginning second |

phase
Waiting fora
‘ NP Reader Command ||
[ Pop Query ]
gi---qQu
[ ws=f(c, L) !
t s=(logyws) P
Create new Query Send Command (q,...q,, 5) ’/ i o
‘ Qe QLW Wiy Wait for response @---CIL = TL+1---%.$—
No: Go-On | /}\ No response: e
- ~ Idle
-‘<CRC consistent>—_.
Yes: Success No: Collision
(Push into LIFO Stack| FrEmE
by 1 i Transmit ws bits
%, 4z---e.» and CRC
IS )

(a) (b)
Figure 4.9: Flow chart of the proposed FQwT protocol: (a) for reader; (b) for tags.

identification time consumed, and limiting the number of go-on slots. This function
is a heuristic proposed to provide better results for the adjustment of the window
size when the distribution of the IDs is not homogeneous. It makes a balance by
reducing the tag-transmitted bits and limiting the number of go-on slots. Every time
the reader calculates ws it takes the appropriate ¢, value from the stack and imports
it into the exponential function. Also, this function takes into consideration the
current length of the query L. The heuristic modifies ws to provide smaller values
when the posibility of collision is higher, considering also the type of the distribution
that the reader has identified with the parameter c,. In the opposite situation, when
L increases, the reader sets a larger ws in order to decrease the number of go-on
slots. If the value of ¢, is higher than L, the reader will adjust ws to c,-L. ws can
only be felt by the go-on slots, since during a collision, or an idle slot, ws will be
held unchanged.

Equation (@.1)) is adjusted with a value of the parameter 3, preselected to decrease
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the energy consumed by the proposed protocol. In the following section, how to
tune the parameter 3 will be detailed.

fleg, L) = %kﬂ e P, 0<L<k @.1)

The process of identification for the second phase of the proposed FQwT protocol is
depicted in Figure 4.9|in the form of a flow chart, and then described subsequently.
The second phase starts by broadcasting a reader query, [q;...q; ] of length L. In
each round, the reader calculates the number of bits (ws) with which the tags must
respond to a matching query, and converts it to the 3-bit string s which will be
attached to the reader command.

Some pseudo-code for the FQwT reader and tags is shown for better clarity. Once
the protocol begins, the reader transmits a query with appended value s, upon which
4 possible slot statuses can happen after a tag response: idle, collision, go-on, and
success. In an idle slot, the reader will reject the last transmitted query and will
pop the last pushed query from the stack for a new command. The reader will
keep ws unchanged. A collision slot is detected when at least one colliding bit is
found. The reader will not change the size ws from the last query, and creates two
supplementary queries [q1, g2, - .., qz, 0] and [q1, g2, ..., gz, 1]. In a go-on slot, the
reader creates a new query by appending the received window to the former query.
The new ws is calculated with the heuristic function. Finally, a success slot is met
with when the CRC validates the received window and the reader checks that L +
ws = k. The reader will pop a new query from the stack and will calculate ws using
the proposed heuristic function, according to the current distribution branch from
the stack.

Reader Operation

I ws=1

2: FQWT([‘0’],ws); FQWT([‘1’],ws)

3: function FQuwT (char [] query, int ws)
4: k= I1D.length

5. L = query.length

6: cg =k —L

7: s =log2(ws)
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8: broadcast([query], s)
9: [winMatch, crcCheck] =receiveResponses()
10: if nSuccess = 0 then

11:  Phasel

12:  if isempty(winMatch) then

13: nldles + +

14:  else {crcCheck = 0}

15: nCollisions + +

16: if ws = 1 then

17: Store cg with query into LIFO (¢ =k — L)
18: FQuwT([query, ‘0], ws); FQwT([query, ‘1’],ws)
19: else

20: ws =1

21: FQuT ([query],ws); FQwT([query],ws)
22: end if

23:  else {crcCheck = 1}

24: if L + ws < k then

25: nGoons + +

26: ws = ws + +

27: FQwT([query, winMatch], ws)

28: else {L + ws = k}

29: ws =1

30: nSuccess + +

31: end if

32:  endif

33: else

34:  Phase2

35:  if isempty(winM atch) then

36: nldles + +

37:  else {crcCheck = 0}

38: nCollisions + +

39: FQwT([query, ‘0’],ws); FQwT([query, ‘1’],ws)
40:  else {crcCheck = 1}

41: if L + ws < k then

42: nGoons + +

43: ws = f(cqg, L)
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44: s = log2(ws)

45: FQwT([query, winMatch],ws);
46: else {L + ws = k}

47: nSuccess + +

48: end if

49:  end if

50: end if

Tag Operation

receive(query, s)

L = query.length

ws = 2°

if query = IDI[0 : L — 1] then
CRC =crc(ID[L : L4+ws])
backscatter(I D[L : L+ws], CRC)

end if

A A S ey

4.3.3 Tuning 3 in FQwT

The recalculation of ws is done using the exponential heuristic functions proposed in (.IJ).
This function includes a parameter (3 that varies the gradient of the function and must
be tuned in order to minimize the number of go-on slots, energy consumed, and latency.
The ideal 3 is the value where the protocol shows the most stable behaviour for the given
simulation. For these simulations, there have been used various groups of tags (n=200, 400,
600, 800, 1000) and a tag ID length of k=128 bits. The value of ¢, directly depends on
the represented subdistribution in the identification process. Its influence on the heuristic
function varies according to the organization of the bits in the current tag ID distribution.
The simulation results, assuming the UD, for the consumed go-on slots, latency, and energy,
for a range of /3 values (8=0.1-0.7), using (4.1), are shown in Figure #.10| which shows the
metric results where the ideal /3 value is surrounded with a blue frame. The number of go-on
slots used by the FQwT for different values of 5 and various groups of tags, n, is depicted in
Figure (a) and the consumed latency is shown in Figure (b). The energy consumed
by the reader using the mentioned heuristic function is shown in Figure .10/ (c). The value
of (3 that produces the minimum number of go-on slots, latency, and energy, is 5=0.5.

The same simulations were executed for non-UDs, and their results are shown in Figure
for FPL=50, BV=20 and d5. The results are very similar to the previous ones and
prove that the ideal 3 is 0.5 regardless of the organization of the tag ID distribution for the
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-©-n=1000 & n=800 -*n=600 -n=400 -©-n=200
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Figure 4.10: Selected 3 for the UD for n tags in the interrogation zone using the

consumption of: (a) go-on slots, (b) latency, and (c) energy.

proposed heuristic function. This is one more piece of evidence that FQwT has a flexible
behaviour under different organizations of the distributions. More comprehensive results

will be presented in Chapter 5.
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Figure 4.11: Selected 5 in non-UD for n tags in the interrogation zone using the

consumption of: (a) go-on slots, (b) latency, and (c) energy.

4.4 Conclusion

The main requirement of the standard EPC is that all tags set in the interrogation area must
have a unique ID. The tag IDs are not always uniformly distributed. Consequently, different
tag ID distributions have been considered in this section. The main problem in some anti-
collision protocols is that their behaviour directly depends on the type of the distribution
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and on the length of the ID. Some protocols, in an RFID environment where the bits in the
tag ID are randomly organized, suffer a decrease in terms of a greater consumption of bits, a
longer latency, more energy consumed, as well as in terms of many other parameters.

The standardization of the tag IDs with the EPC standard provides an improvement of RFID,
allowing it to access global networks. The whole set of tag IDs constitutes a distribution
of binary strings with the shape of a binary tree, starting from the MSB and proceeding to
the LSB. The tag IDs are structured in a binary tree, in which each node has at most two
children, which are referred to as the left child and the right child. For the UD, the tag ID
bits in the tree data structure are distributed with equal probability on the left and right sides
of the tree. In real RFID systems, it is unrealistic to assume that the tag ID distribution is
always uniform. In this thesis, the organization of a distribution is described in terms of
three parameters: FPL, BV, and d,,, and it was shown in a three-cornered binary tree with
potential variations.

A novel FQwT protocol with the ability to estimate the tag ID distribution has been presented
and carefully analysed in this section. This protocol uses the estimation results in order to
calculate the ideal number of bits with which the tags must respond to queries during the
interrogation round. FQwT has flexible and efficient anti-collision features for RFID tag
identification. This protocol consists of two phases: Estimation of the distribution of the
IDs of the tags and identification phase. In the first phase, the reader estimates the type of
distribution, stores the obtained data, and goes on to use it in the subsequent operations. This
phase ends when the first tag is identified. After the last query in this phase, the reader is able
to calculate the values of FPL and d,,,. In the second phase, the reader uses the estimated
values (c,) from the first phase. This information is stored in LIFO. An exponential heuristic
function that links ¢, and L to ws is used in order to provide dynamism to the value of ws.
A heuristic function is used in order to provide better results for the adjustment of the ws
when the distribution of the ID is not uniform. It strikes a balance by reducing the number

of tag-transmitted bits and limiting the number of go-on slots.

89






Experiments and results

his chapter contains the results of the experimentation performed to prove the previously
T stated hypothesis. A simulator with the aim of showing the results of the SQwT and
FQWT protocols is presented. These results will be compared with the behaviour of the
main memoryless anti-collision protocols in the literature. These chosen protocols are: QT,
QwT, and STT. They were presented in Sections 2 and 3. They have been carefully tested
using the variations of the parameters that form the distribution. All of these protocols have
been simulated in the same environment, using the same conditions and parameters for a fair
comparison between them. In this way, the comparison seems to be fairer and more correct.
This Section is divided into 7 subsections. Firstly, the transmission model used in the
simulated protocols will be presented. The second subsection presents how the hypothesis
will be validated. Subsection 3 will present the simulation scenario. Subsection 4 will
explain the measures used in the experimentation. In subsections 5 and 6, the simulation
results of the SQwWT and FQwT protocols will be presented. Subsection 7 will conclude this
chapter.

5.1 Transmission Model

The transmission model used in the tested protocols is defined in Figure [5.T]and complies
with the EPC global C1G2 standard. This figure shows the link times of four possible slots:
collision, idle, go-on, and success. The reader interrogates tags using commands during
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the time period designated by ¢r. Then it retains the RF downlink carrier, referred to as
Continuous Wave (CW), and the tags in the interrogation area can gather the energy needed
to respond to the reader. After every reader command, the tags have a period of time 7}
to generate their responses. Also, the reader needs the time 75 to receive all the responses
from the tags. The tags’ responses are transmitted during the time ¢7. An idle slot occurs

when there is no answer to a reader command during the time period 7.

Collision slot Idle slot Success / Go-On slot
I

Reader m W Command Command | W

tg Collision No
— —> detected Reply

T K¢ Response peg

qu—b TZ llae—70r—pl 12

|

Tag

Figure 5.1: Example of a Collision/Idle/Success slot in the transmission model used.

5.2 Hypothesis validation

The main objective of the experimentation is the verification of the hypothesis. In order to

define the working of the experiments, the hypothesis is again presented:

It is possible to develop an RFID anti-collision protocol, using memoryless
passive tags in order to reduce the energy consumption and decrease the ide-

ntification time regardless the type of the tag ID distribution.”

As previously explained, this thesis deals with two different problems:

¢ The window does not work properly under different tag ID distributions.

¢ Related to the use of the window, this methodology assumes the reader can differenti-

ate the ws from the query.

Two tree-based anti-collision protocols are presented in order to solve these two problems
and prove, therefore, the hypothesis. The first solution, proposed in Chapter 3, the SQwT
protocol, provides a standardization of the window. The presented protocol has the ability to
locate the bit string representing the window size in the received command, distinguishing
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it from the query by using a fixed size bit-string at the end of the reader command. In the
following section there will be presented the results of testing this protocol, with the aim of
demonstrating a reduction of the number of bits transmitted by the reader, with respect to
other protocols using the window.

The second protocol, FQwT, was presented in chapter 4 in order to estimate the tag ID
distribution. This protocol has been tested under varying ID distributions to show its
flexible behaviour and how it provides significant savings in identification time and energy

consumption of the RFID passive system regardless of the type of ID distribution.

Generation of the tag ID
distribution: UD or non-UD

Protocol 1 Protocol y

______________________

,_______—
N ————

\ . J
Y
— p Iterations
Calculating the average values
Depicting the results

Figure 5.2: The representation of testing model.

5.3 Presentation of the simulation scenario

For the simulation of all the procedures in this thesis, the models were created and imple-
mented in Matlab R2017b. These simulations provide the behaviour of some of the most
important protocols presented in Section 2 and the ones proposed in this thesis, SQwT and
FQwT, in order to obtain their performance under different simulated scenarios, such as
different tag ID distributions.

93



5. Experiments and results

All the performed simulations were averaged 100 times for accuracy in the results, and the
tag IDs have a length of 128 bits. No simulation finished until all the set of tags had been
identified. In the scenario of a UD, the tag IDs were randomly generated, but not in the case
of a non-UD, where the distribution is organized using variable parameters that define the
length, the value of the common prefix, and the number of subdistributions under different
common prefixes: FPL, BV and d,,,. The averages of the results of the measurements are

used in order to get a graphical figure and easily make comparisons between them. Figure
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Figure 5.3: Scenario of the simulations.

The system used in this thesis is based on one reader surrounded by several tags. The
tags are located at equal distances from the reader, to minimize the capture effect and the
influence of detection error, in order to focus on the behaviour of the anti-collision protocol
and the influence of the distribution of the tag IDs on the identification process. An example

of the scenario is shown in Figure [5.3] Therefore, the following assumptions have been
made in the experimentation scenario:

¢ Itis assumed that the communication channel is perfect, without any disturbances in
the interrogation area and the reader and tags can communicate without the influence
of this issue. The aim of this thesis is to investigate the collision problem that occurs
as a result of an issue with the bits rather than a problem due to the degradation of
the communication signal. The signal is assumed to be powerful enough to provide
unhindered transmission between the reader and the tags.
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¢ The signals between the reader and tags are simultaneous and synchronously trans-

mitted. In this way the tags’ responses arrive at the reader at the same time.

¢ The distribution of tag IDs will be organised as:

o Uniform distribution (UD) is the type of distribution when there is the same
probability of obtaining a 0 or 1 at every position of the tag ID. Under UD, tags
are randomly generated with their ID’s between [1, 2%-1], where k is the tag ID
length.

o Non-UD will be generated using the model defined in Section 4, using varied
values for the parameters FPL, BV and d,,. This kind of distribution will
be used in order to show the influence of the distribution of tag IDs on the

compared anti-collision protocols.

¢ The communication channel can have three states: no tag answers the reader request,
more than one tag answers, or just one tag responds to the reader. With the window
methodology used in this thesis, another state is given — Go-On. This occurs when the
tag ID received is not complete and the tag needs further transmissions to complete
the sending of its ID.

5.4 Measures used in the experimentation

The first proposed protocol, SQwT, is expected to show a reduced number of reader transmit-
ted bits in the whole identification process. Tags in the proposed window methodology can
not locate the bit string representing the window size in the received command. SQwT solves
this problem and provides a standardization of the window. The window is represented with
a fixed size string of 3 bits.

A high priority in this section is to show the flexibility of the FQwT protocol in order to
reduce latency and energy consumption regardless of the tag ID distribution. This protocol
has been created in order to identify a set of tags that constitute an ID distribution. As a
result, the reader classifies tags into groups determined by using a distribution estimator.
In this section the main terms used in the simulations will be explained. Moreover, the
equations that are used in order to get graphical results will be presented. The measures

chosen for the comparison are the following:

© The number of slots. This measure presents the total number of slots including
colliding, idle, and success slots. The calculation for the protocols based on the
window methodology includes also the number of Go-on slots.
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¢ The number of transmitted bits. The calculation of the total transmitted bits involves:
the number of bits that the reader sends to all tags in the interrogation area Ry;;s, and
the number of bits received from all tags T3;;s. Equation shows Rp;ts from a
total of u slots, where the number of reader transmitted bits per slot is denoted by
Rpsiot- Equation (5.2) is determined for calculating the tag bits Ty;.5. Here, Tpsot
denotes the number of tag bits per slot. Finally, the average tag transmitted bits in the
identification process is calculated using B4 .

u
Ryits = Y _ Rpstot (5.1)
=1
u
Thits = Y Thslot (5.2)
i=1
n
Bavg = Z Tbits/n (53)
=1

¢ The latency (Lat). The time required by an RFID system to identify all tags in the
interrogation zone is known as the latency. This measure depends on the data rate of
the RFID system. The total latency for this simulation is calculated by using (5.4),
depending on the slot type, where Lat. (5.3), Lats and Lat; represent
the time spent by a tag during a collision, success, and idle slot, according to the
scenario shown in Figure@ The number of collision, success, and idle slots are
denoted by n., ns and n;. The calculation for success and go-on slots is the same for
this mensure. Here, R pg,: represents the number of reader bits in a slot, and T4t
the number of tag bits in each slot. On each reader command, the matching tags
must respond within time T1. The reader has time T2 to receive all the transmissions.
Lastly, when an idle slot occurs, the reader will wait for the tags for time T3. These
intervals are indicated in Figure

Lat = Lat. + Lats + Lat; 5.4
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Ne
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¢ The energy consumed. The energy that is wasted during the identification process is
an unavoidable parameter when discussing protocol statistics. In every interrogation
round, the reader will transmit the command to power up passive tags with power Ptx.
When the reader receives a response from the tags, it will require extra power Prx to
decode the responses from the tags. During the identification process, the total energy

can be calculated using (5.8), where E. (5.9), E;s (5.10) and E; (5.11)) represent the

energy consumed during a collision, a success, and an idle slot.

E=E.+E,+E
Ne+Ns

= Z [Pm X (tRj+T]+tTj + T2)+P7’z X tTj]
7=0

(5.8)
+ ) [Pra x (tr+TI+T3)]
§=0
=< T slotj
Be = Late x Ptz + Y Pra(=27) (5.9)
— DR
7=0
E, = Lat, x Ptz + i Pr:c(%) (5.10)
Tpr

J=0
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FE; = Lat; x Ptx (5.11)
Parameter Definition Value
n The number of tags 100-1000
k The tag ID length 128 bits
CRC Cyclic Redundancy Check procedure 5 bits
Rpr Data rate for the reader 160 kbps
Tphr Data rate for the tags 80 kbps
Tari The reference time interval for a data-0 transmission 6.25 s
RTCal Reader to tag preamble 18.75 s
TRCal Tag to reader preamble 24.38 s
T1 Tags must respond within this time interval 26.75 s
12 The time to receive all the transmissions 275s
T3 The reader waits this time for the tags response 72's
Ptx Power of the reader in the transmission 825 mW
Prx The reader receiving power 125 mW

Table 5.1: Values of the different variables used in the simulation.

5.4.1 Parametrization of the simulation to obtain measures

Table shows all the values of the different variables used in the simulations. The number
of tags n in the interrogation area varies from 100 to 1000 during the identification process.
The tag length k is fixed to 128 bits since it is the most common ID length that is currently
used in the standard EPC. Tari represents the reference time interval for a data-0 transmission.
It is set to the standard’s minimum of 6.25 s, conditioning, RTCal, TRCal, T1, T2, and
T3 in accordance with the EPC standard [EPCglobal 8. Ptx and Prx were obtained from
[Namboodiri 10]]. Five bits are used for CRC. The simulation employs a data rate for the
reader of 160 kbps and for the tags of 80 kbps.

Table presents the calculation of the transmitted bits used in the simulation for the
presented protocols. The number of tag bits transmitted in each slot is shown in Tag
response. Reader command presents a dynamic size, which consists of the length of the
current query L and the value ws, and tags would need to differentiate these values.
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5.5 Simulations and results of SQwT protocol

This section presents the evaluation of the simulation results of the presented SQwT

[Cmiljanic 16]], with QT , QWT and STT .
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Figure 5.4: Performance of the SQwT: (a) tag bits, (b) reader bits, (c) total bits

transmitted.
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Protocol Reader command Tag response

SQwT L+3 ws + CRC
FQwT L+3 ws + CRC
QwT L+ [logyws|+1 ws+ CRC
QT L k
STT L k—L

Table 5.2: Calculation of transmitted bits used in simulation.

Figure [5.4((a) shows that SQWT and QwT are the least tag bit transmitting protocols, as
opposed to QT and STT, which present the worst results. SQwWT and QwT provide the
highest savings since matching tags respond only with the number of bits specified by the
window instead of the full ID length. Also, there is a minor difference between SQwT and
QwT. The use of powers of 2 for ws causes a faster increase of ws in SQwT than in QwT.
This involves a slight increase of tag transmitting bits at the expense of a decrease in go-on

slots.

Simulated results in[5.4(b) present the reader bits used in the identification process. They
evidence the decreased number of reader bits for the proposed SQwT protocol in comparison
with QwT, especially in dense tag environments. The standardization of the window not
only solves the issue of the differentiation between the query and the ws parameter, but also
reduces the number of reader-trasmitted bits. The reduction of the reader bits is mainly
caused by the use of 3 bits for ws, the slight decrease in slots, and the faster reaction to an
increase of ws, thanks to its exponential values. This produces shorter queries than those of
QwT. QwT achieves the worst results of all the protocols in the simulation. QT and STT

consume the least reader bits, due to the low number of slots they need.

Figure [5.4]c) shows the total number of bits transmitted for identifying all the tags in the
interrogation zone. The results indicate that the windowed protocols, SQwT and QwT,
outperform QT and STT in terms of the total number of transmitted bits. The influence
of the standardization of the window size reduces the number of reader transmitted bits.
This keeps the total number of bits constant, so it can be seen that the standardized window

contributes to a faster increase of ws on every query branch.

The total number of slots is shown in Figure[5.5(a). SQwT consumes fewer slots than QwT
in the identification process. These protocols increase the total number of slots compared to
QT and STT since the window based protocols demand Go-on slots. This happens since
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the window based protocols manage to balance the number of tag transmitted bits and the
number of Go-On slots, decreasing the number of bits transmitted at the expense of an
increase in the total number of slots. Here, it is can also be seen that the number of slots is
barely affected by the standardization of the window.

The simulation results in Figure[5.5|b) show the energy consumed by the compared protocols.
The window based protocols, SQwT and QwT, present the lowest energy consumption. The
worst result is obtained by the QT protocol. QT and STT waste a large number of tag bits

on every collision, which increases the energy consumed by the reader during the whole
process.
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Figure 5.5: Performance of the SQwT: (a) total slots, (b) efficiency, (c) energy con-
sumption, (d) latency.

The simulation results for the latency are shown in Figure [5.5]c). The concluding remarks
will show the evidence for an improved latency for the SQwT and QwT protocols. Thus, it
can be concluded that the already mentioned problem of the identification of the query and

the ws on the reader command is now fixed, not affecting or damaging the performance of
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the anti-collision protocol.

5.5.1 Conclusion

The evaluation of the simulation results of the proposed SQwT protocol will be presented
and carefully analysed in this section. This protocol is compared with the current anti-
collision protocols: QwT, QT and STT. The basic approach of the SQwT is the ability
of the tag to locate the bit string representing the window size in the received command,
differentiating it from the query. Despite the fact that each reader command includes 3 bits,
which involves tags responding window sizes of powers of 2, the number of tag transmitted
bits is not greatly modified. Furthermore, the SQwT provides a noticeable decrease in the
number of reader transmitted bits, without increasing the number of slots and tag transmitted
bits. Therefore, the proposed SQwT solves the problem of differentiating the window size
from the query in a reader command and also decreases the total number of bits transmitted
in the identification process. The window manages to decrease the latency of the proposed
protocol by reducing the number of bits transmitted on a collision.

In the following section, the influence of the distribution of tag IDs on the RFID memoryless

anti-collision protocols and the results of FQwT is presented.

5.6 Simulations and results of FQwT protocol

This section presents an analysis of the influence of the tag ID distribution on the proposed
FQwWT protocol [[Cmiljanic 17] and the following tree-based protocols: STT, QT, and QwT.
The performance of the simulation protocols is compared with the aim of verifying the
flexibility of FQwT in the presence of different types of ID distribution. As mentioned

earlier in Section 4, three parameters have been proposed to define a tag ID distribution:

¢ FPL denotes a specific organization of the distribution where all tags in the interroga-
tion area share the initial part of the ID, of that length.

¢ The value BV defines the horizontal position of the tag ID distribution at a given FPL
level.

¢ The number of uniform subdistributions d,,, assumes the organization of the tag ID

distribution in several subdistributions, each one following an UD.

In the following subsection, there will be presented the results of several simulations,
with the aim of better demonstrating the behaviour of the protocols under different tag ID
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distributions. The QT, QwT, and STT protocols, from Chapter 2, are compared with FQwT
while changing the adjustable parameters FPL, BV and d,,, so as to cover a wide range of
possible tag ID distributions.

The rest of this section is organized as follows. In subsection 1.6.1 the influence of changing
BV and FPL is presented and analysed. Subsection 1.6.2 presents experiments while varying
FPL and d,,,. It contains the results for: total slots, total transmitted bits, consumed latency
and energy. Finally, subsection 1.6.3 concludes these experimentations.

5.6.1 Experiments under varying BV and FPL

The protocols have been tested under varying parameters BV and FPL. During these
simulations, the number of subdistributions d; was fixed to 1. For the sake of clarity, Figure
[5.6]shows a set of 4 tags, BV = 0% and BV = 100%, and FPL = 5 and FPL = 6. The first two
tags have the same initial part (5 bits) of the ID, while the next 2 tags have another value
in the initial part (6 bits). After these prefixes, the value of BV and the subdistribution are

randomly and uniformly generated.

@ @ " FPL=6

b". s )
@« BY% . @
@, \. ' BV=100% ;“

Figure 5.6: Example of set with 4 tags, 2 subdistributions with different values of FPL
and BV.

The simulated results in Figure[5.7] present the total transmitted bits under d; and BV varying
from 0% to 100%. These comparisons were performed with FPL equal to 20, 60, and 100.
The simulation results for the total bits transmitted by the protocols evidences that FQwT
has a very slight improvement in total bit consumption when varying FPL, in comparison
with the other presented protocols. When FPL = 20, all protocols consume a similar number
of transmitted bits. In the case when FPL is increased to 60, FQwT provides the highest
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savings compared with the other protocols. The last variation is performed when FPL = 100.
FQwT, QT and STT transmitted similar number of total bits, while QwT achieves the worst
results in terms of total transmitted bits. The influence of increasing FPL produces a higher
number of total transmitted bits for all the protocols, but in general, FQwT provides the
least bit consumption. The presented graphs in Figure show that by changing BV, the
behaviour of the FQwT, QwT, QT and STT protocol will not be affected. This means that a
variation of BV does not have an influence on the bit consumption.

Figure|5.8|shows the total number of slots used in the identification process with the same
scenario as in the previous figure. QwT is the most consuming protocol and shows the worst
behaviour of all simulated protocols. STT wasted more slots than QT but consumes less
slots than window based protocols. The use of a window increases the number of slots
needed to identify the set of tags due to the generation of go-on slots. This is the main
reason why FQwT and QwT need more slots than STT and QT. However, FQwT provides
better behaviour than QwT in terms of slot consumption and saves more slots, since a
heuristic function is applied to the go-on slots and provides an adapted ws to the current FPL.
Also, this figure shows that BV does not affect the total slot consumption for all simulated

protocols. Therefore, in the following simulations, this value was fixed to a random value.

5.6.2 Experiments under varying FPL and d,,

Here, the different types of tag ID distribution are generated by varying FPL and d,,,. The tag
sets are divided into a number of subdistributions and every group of subdistributions has
the same initial ID part generated at the beginning of every single simulation, and fixed for
all the sets of tags in the identification process. The rest of the tag ID is randomly generated.
In Figure [5.6|a set of 4 tags; two subdistributions (d2); FPL = 5 and FPL = 6 are shown. The
value of BV is kept fixed since from the conclusions obtained from the previous analysis, the
performance of the protocols is not affected by this parameter. BV is assigned randomly, for
every type of subdistribution. In the case of one subdistribution, BV is randomly selected

from a percentage of the range [2FFL — 1]

. If the tag ID distribution is organized with more
subdistributions, every subdistribution has a different BV, randomly calculated from the
same range. In the following simulations, FPL will be represented with three fixed values:
20, 60 and 100.

The results have also been evaluated from using one subdistribution to several subdistribution,
the last case being considered as an aproximation to the UD when 11 or more subdistributions
are in the tag ID distribution. The performed simulations were again parametrized using the

data from Table
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Figure 5.7: Simulation results obtained for total transmitted bits when dy; FPL is 20,
60, and 100; and, BV varies from 20 to 100%. (a) FPL = 20; (b) FPL = 60; (¢) FPL =
100.

In the following subsection, the results for the proposed protocols in terms of: total slots,
total transmitted bits, total tag bits, total reader bits, total latency, and total energy consumed
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Figure 5.8: Simulation results obtained for total slots when d;; FPL is 20, 60, and 100;
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during the whole identification process are presented.
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5.6.2.1 Total slots

Figure [5.9]shows the number of total slots needed by each of the compared protocols. This
number is the sum of the numbers of success, go-on, collision, and idle slots.
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The results obtained when FPL = 20 in Figure[5.9](a) show that FQwT provides a constant
total number of consumed slots during the variation of the number of subdistributions.
Unlike the rest of the protocols, QT uses less slots than the other protocols, but when d3,
QT consumes a similar number of slots as the STT protocol under the same organization
of the distribution. STT has a decreasing number of slots with increasing number of
subdistributions. In the case when FPL = 60, FQwT retains the same results as in the
previous simulation. The highest number of consumed slots is detected when the number
of subdistributions is d5. The results from FPL = 100 show a slight increase in the slot
consumption for all protocols with respect to the lower FPL values.

The heuristic function provides a dynamism to the value of ws and provides a flexible
behaviour during variation of d,, [Cmiljanic 17|]. The ideal behaviour is when FPL = 20
from d; to UD. When FPL = 60 and d5, FQwT consumes more slots than in the other cases.
When FPL = 100, the proposed protocol increases slot consumption from d; to ds. Under
non-UD distributions, FQwT uses this function to limit the number of go-on slots. The
worst results are obtained by the QwT protocol that has variable behaviour by changing
d.y,. This means that FQwWT has improved the main problems the window methodology was
suffering from under non-UD, and also provides a flexible behaviour. The last changes of
FPL do not influence the behaviour of the protocols by a modification of d,,. In summary,
QT provides the lowest slot consumption but FQwT has the most regular behaviour during

the variation of the two variables d,,, and FPL.

5.6.2.2 Total tag bit

This subsection evaluates the simulation results in terms of tag bits in the whole identification
process. The results in terms of total tag bits are presented in Figure

The highest consumption of tag bits for all protocols is achieved when FPL is the lowest,
especially for the windowed protocols FQwT and QwT. For all FPL values, FQwT achieves
constant behaviour, except for the UD case. The decrease of the tag transmitted bits with
an increase of FPL means that the consumption of tag bits directly depends on the query
length, since when FPL is higher, the reader uses a longer query and the tags transmit fewer
bits. When the number of subdistributions varies from ds to dy, all except FQwT decresed
the number of tag bits. In the case of UD, FQwT consumes more bits than in the other cases.
STT and QwT provide the least tag bit consumption for all the cases except for UD.
FQwT implements the window methodology and a distribution estimator, which preserves
a flexible behaviour under different simulation conditions, except for UD. QwT and STT
decrease the number of tag bits as d; goes to dg, with respect to FQwT that shows a flexible
behaviour. This is since the proposed protocol uses a standardization of the window and ws
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Figure 5.10: Simulation results obtained for the tag bits consumption for different tag
subdistributions, when FPL is 20, 60 and 100, and d,,, varies from d; to UD. (a) FPL =
20; (b) FPL = 60; (¢) FPL = 100.

is transmitted as an exponent of a power of 2. When the distribution is uniformly organized,
FQwT provides similar results as QwT and STT. The fact that FQwT transmit windows of a
power of 2 increases the total tag bits with respect to the other windowed protocol and the
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rest of the protocols in the comparison.
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Figure 5.11: Simulation results obtained for the reader bits consumption for different
tag subdistributions, when FPL is 20, 60 and 100, and d,,, varies from d; to UD. (a)
FPL =20; (b) FPL = 60; (¢) FPL = 100.
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5.6.2.3 Total reader bits

In this subsection, the anti-collision protocols are validated using the total transmitted reader
bits in the whole process. Figure[5.11|shows the performance of all proposed protocols in
terms of this measure.

Here, FQwT outperforms the rest of the protocols, and consumes the lowest number of
bits transmitted by the reader, except for the UD distribution. In terms of this metric, this
protocol achieves significant savings in comparison with QwT, as opposed to the case of
tag transmitted bits. Also, FQwT shows a regular behaviour between d; and dg, particulary
when FPL = 100. FQwT shows the highest difference between UD and the rest of the
subdistributions. This is since FQwT uses an estimator that in the first phase identifies
what the FPL is, and uses this to advance faster. By increasing FPL, FQwT consumes more
reader bits, but still less than the other protocols in the comparison. The standardization
of the window size affects beneficially the consumption of reader bits by decreasing them,
but increases the tag transmitted bits instead. FQwT preserves its flexibility thanks to the
estimation of the ID distribution and the heuristic function that is used in order to provide
some dynamism to the value of ws. The other protocols have similar behaviour when
changing both values. Again, QwT wastes the highest number of reader bits in order to
identify the tag sets. This happens due to the higher query lengths used, particularly for
high FPL values and the dynamic value of ws, which varies its length from one slot to
another. FQwT, however, uses only 3 bits using the window standardization, and preserves
the consumption of reader bits in every command.

Using the standardized window in FQwT, the number of tag bits increases, but at the same
time the ID estimator contributes to decrease the number of go-ons, something which
produces a decrease also in the number of reader bits. The presented results evidence
a decreas in the reader bits for the proposed FQwT protocol in comparison with other
protocols, especially when the number of subdistributions varies from 1 to 9 (d;—dy).

5.6.2.4 Total transmitted bits

The total number of bits transmitted by each protocol from the state of the art is depicted in
Figure when d,,, and FPL vary. The presented results evidence a decrease in the total
bits for the proposed FQwT protocol in comparison with the rest of the protocols from the
comparison.

When FPL = 20 the best performance is provided by the FQwT protocol. By increasing
this parameter, all the protocols increase the number of transmitted bits. The QT protocol
achieved the worst results and wasted the highest number of bits in the identification process.
FQwT underwent small changes as FPL increased to 60, but despite these changes, it still
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provides the best results in comparison with other protocols. The last case, when FPL = 100,
shows how FQwT has the most regular behaviour between d; and dy since the estimator
works better when a clear FPL is recognizable. FQwT outperformed the other window
based protocol QwT in terms of total transmitted bits, since the proposed protocol uses a

standardized ws and therefore consumes fewer bits in the reader command.

By changing the number of subdistributions, FQwT preserves its flexibility. QwT and STT
also prove to have good results under the UD but not particularly for the rest of the cases.
The variation of distribution has the greatest impact on the QT protocol, which is the most
affected protocol, especially when using 3, 5 or 7 subdistributions. These results indicate that
FQwT significantly outperformed the other protocols when the number of subdistributions
varies from 1 to 9, and provides similar results when using the UD. Despite the fact that
FQwT consumes more tag bits than reader bits in comparison with other protocols, in terms

of the total transmitted bits, it provides a significant reduction.

5.6.2.5 Total Latency

A comparison of the FQwT protocol with QT, STT, and QwT in terms of latency is presented
in Figure The reduction that occurs in the total number of bits transmitted shown in
Figure[5.12)is reflected in the latency of the FQwT. Latency is, thus, affected by the total
tranmitted bits and T/, T2, T3.

The proposed FQwT achieves a reduction in terms of total transmitted bits but consumes
more slots than STT and QT. This is implicit in the reduction of the total transmitted bits.
For all values of FPL, the FQwT protocol has the best results and achieves the most flexible
behaviour since an increase in the number of subdistributions does not have an effect on its
behaviour. The other protocols suffer from the influence of d,,, and yield variable results.
QwT shows a similar behaviour to that of STT when FPL = 20 and 60. However, STT
improved its latency in comparison with FQwT for the case of UD. QT shows the worst
behaviour and needs significantly more time to identify all the tags than all other protocols

FQwT demonstrates an almost constant behaviour during changes of FPL and d,,. The
other protocols show their best behaviour when the distribution is organized uniformly.
The presented protocol improves on the other window based protocol (QwT) since FQwT
uses an improved heuristic function together with a distribution estimator, providing the
flexibility to work under different ID distributions. All the presented variations show that
FQwT decreases the identification time regardless of the type of the tag ID distribution,
which proves the proposed hypothesis.
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5.6.2.6 Total energy consumed

The energy consumed by the reader is represented by E (5.8) and calculated during the time

of transmitting and receiving information. Figure [5.14] shows the energy consumption of all
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presented protocols as FPL varies from 20 to 100 and the number of subdistributions from
dy to UD.
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The presented figure evidences how FQwT outperforms, in terms of energy consumption,
the others in environments with 3, 5, 7, and 9 subdistributions for all compared values of
FPL values. Only QwT achieves similar results when the number of subdistribution is 5
and 7, when FPL = 100. STT presents the best performance under the UD for all simulated
values of FPL. QT achieves the worst performance of the protocols. The other window
based protocol, QwT, shows variable behaviour, only when FPL = 20 did it ourperform QT.
When FPL = 60, QwT provides a similar energy consumption to that of STT under d5 and
d7. In the last case, when FPL = 100, it has a similar behaviour to that of STT under d; and
dy. In other cases, QwT saves more energy than STT and QT.

As shown in the previous subsection, FQwT provides good results in terms of the identifica-
tion time. These results are reflected in the total energy consumption in the whole process.
The most important observation is that FQwT is the only protocol of those compared that
provides a similar energy consumption for different numbers of subdistribution. Therefore,
it can be confirmed that FQwT is a flexible protocol able to work under different tag ID
distributions while providing a low energy consumption. From this simulation, it can be

said that the hypothesis is proved.

5.6.3 Conclusion

In this chapter the results and conclusions from the experimentation of how tag ID distribu-
tions can influence tree-based memoryless protocols has been presented. A novel FQwT
protocol with the ability to estimate the tag ID distribution has been presented and carefully
analysed. This protocol has been compared with QwT, QT and STT in order to show the
influence of changing distributions in the environment. These protocols have been simulated
under different organizations of the ID distributions, and their results have been analysed.
The FQwT protocol uses the estimation results in order to calculate the ideal number of bits
with which the tags must respond to queries during the interrogation round. Also, FQwT
demonstrates a flexibility for RFID tag identification.

The results obtained show that during a change in the number of subdistributions, FQwT
maintains its flexibility, similar to that of UD, in all the metrics employed. FQwT presents
the lowest number of total transmitted bits for all variations of the ID distributions modifying
BV, FPL and d,,. The highest savings the proposed protocol achieves are in the reader
transmitted bits, thanks to the adoption of the standardization of the window.

In addition, simulation comparisons showed that the FQwT is a protocol that outperforms the
state of the art protocols in terms of reducing the number of transmitted bits, the latency, and
increasing energy savings, and is thus to be considered as a good anti-collision solution in
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passive RFID systems. The proposed solution proves the hypothesis that a better flexibility
in tree-based protocols can be achieved, providing a fast and low energy consumption
protocol for any kind of tag ID distribution.
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Let the future tell the truth,
and evaluate each one ac-
cording to his work and ac-
complishments. The present
is theirs; the future, for
which I have really worked,
is mine.

Nikola Tesla

Conclusions

t the beginning of the dissertation, an overview of RFID technology was presented.
The related literature has been analysed in Chapter 2 and the focus was directed to

tree-based protocols, since they keep the computational and memory requirements for each
tag minimal; and particularly to the query based protocols. These protocols usually increase
the complexity of the reader, and increase the total number of transmitted bits. Chapter 3
presented one of the main procedures of this thesis, the window standardization. Chapter 4
provided the explanations of the flexible anti-collision protocol with the aim of estimating
the tag ID distribution and therefore provide improved results in terms of identification time
and energy consumed by the RFID system, regardless of the ID distribution. Simulations
presented in Chapter 5 provided a great amount of information in order to explain the
benefits and drawbacks of the proposed protocols and compare it with the current protocols
from the literature.
The thesis addresses two important issues of anti-collision protocols: the impossibility of
tags differentiating between the query and the window size on every reader command, when
using the window methodology, and the fact that the behaviour of the protocol is strongly
affected by heterogeneous distributions.
This chapter contains the general conclusions of this thesis and consists of the following
sections. Section 1 gives a general overview of the thesis. Sections 2 and 3 summarize the
conclusions about the proposed protocols, SQwT and FQwT. Section 4 presents future lines
of work. Finally, Section 5 collects all the conclusions of the previous sections.
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6.1 General overview of the thesis

One of advantages of the RFID technology, with respect to other AutolID technologies, is
that the reader can communicate with several tags at the same time. However, the reader
cannot correctly read their messages at the same time due to message collisions, something
that leads to retransmitting their messages until the reader successfully receives them. This
problem is known as the tag collision problem, and it increases the identification time, the
energy consumed, and the total transmitted bits.

For the aforementioned problem, many procedures have been developed in order to separate
the individual signals from another. These are called anti-collision protocols. These
protocols arbitrate tags’ responses to be read in a fast and energy efficient manner and can

be categorized in three groups: Aloha-based, tree-based, and hybrid protocols.

¢ Aloha-based protocols use a random-access strategy, where the tags transmit their
own ID in randomly selected slots in a frame, significantly reducing the possibility
of collision. However, these protocols do not guarantee that the whole tag set will
be identified, due to the tag starvation problem. In the literature, the focus is on
DFSA protocols, particularly those using estimators with the aim of more precisely

predicting the number of tags in the interrogation area.

¢ Tree-based protocols are known as deterministic methods since they ideally finish
when they have identified the whole set of tags in the interrogation area. These
protocols have tags with a simple design, and work very well with a uniform set of
tags. The reader manages every step in the identification process by using query prefix
commands and separates responses into smaller groups until every tag is isolated to
be successfully identified.

© Hybrid protocols try to avoid the problems of Aloha and tree-based protocols. They
use a combination of these two methods in order to avoid their problems and to provide
better features in tag identification. These protocols require complex tags, and do not
completely solve the tag starvation problem found in Aloha-based protocols.

In the majority of tree-based protocols, tags respond with their full ID or with the following
bits to the query received, when the query sent by the reader matches the tag ID prefix.
In order to reduce the number of bits transmitted by the tag, a window methodology was
presented in [Landaluce 16]. Window based protocols assume the ability of the tag to
separate the query from the attached ws. This, however, is practically impossible, and
requires the reader to indicate either the length of the query or the ws. This would cause
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an increase of the reader transmitted bits. In order to solve this problem, this thesis has
presented the Standardized Query Window Tree (SQwT) protocol.

Moreover, the tag IDs in the interrogation area are structured in a binary tree, and form
the tag ID distribution. The behaviour of tree-based protocols is highly dependent on
the type of this distribution and on the ID length. They are severely affected when this
distribution is non-uniform. In addition, most of the protocols from the literature have
been tested only under a uniform distribution. This thesis makes a second contribution in
flexibilizing the anti-collision protocol under different tag ID distributions. This is called
the Flexible Query window Tree (FQwT) protocol. FQwT estimates the ID distribution, so
as to aggressively advance through the common parts of the IDs during the identification
process. This estimator is incorporated in a tree-based protocol in order to provide savings
in identification time and energy consumption of the RFID passive system.

The conclusions obtained from the two main contributions of the thesis are gathered below.

6.2 Standardized Query Window Tree protocol (SQwT)

The first presented protocol in this thesis is SQwT. This protocol applies a standardized
window to the QT. Instead of transmitting an unknown number of bits for ws in the reader
command, SQwT represents ws as a fixed string of 3 bits and allows tags to differentiate
it from the query. SQwT transmits a new value s, which is the first higher power of 2 to
obtain the closest value to ws. The reader attaches this bit string to the predefined query and
transmits it. The reason why the reader uses only 3 bits for s is that it can provide 7 digits in
the binary system when used as an exponent of 2. This covers up to 128-bit IDs, which is
the most common length in the usual RFID systems.

The main advantages of the SQwT protocol are:

o SQWwT solves the issue of differentiating the query bit string from the ws bit string,

by employing a window standardization.

¢ There is a decrease in the reader transmitted bits and accordingly a reduction in the

total transmitted bits in the identification process.

¢ A standardized window allows decreasing the latency of the proposed protocol by

reducing the number of bits transmitted on a collision.

The basic approach of the SQwT is the tag’s ability to locate the bit string representing
the window size in the received command, distinguishing it from the query. In SQwT, the
reader uses only three bits in every slot in order to inform the tags of how many bits to
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answer. The main and most clear conclusion is obtained in the reader transmitted bits, since
SQwT provides an noticeable decrease in the number of reader transmitted bits, without
increasing the number of slots and tag transmitted bits. Each reader command includes 3
bits, which involves tags responding window sizes of powers of 2, and the number of tag
transmitted bits is not greatly increased. Futhermore, the total number of bits transmitted in

the identification process also is decreased.

6.3 Flexible Query Window Tree Protocol

The second proposed protocol in this thesis is the flexible anti-collision (FQwT) protocol.
FQwT estimates the tag ID distribution in order to calculate the ideal number of bits with
which the tags must respond to queries during the interrogation round. The window method
used in this protocol enables the protocol to aggressively advance through the common
parts of the IDs. FQwT controls the protocol’s behaviour, providing flexibility to work
under different ID distributions, yet with similar performances in terms of latency, energy
consumed, and total bits transmitted.

The main advantages of the FQwT protocol are the estimation of the distribution and the
calculation of the number of bits that tags need to transmit on each reader command. After
using the distribution estimator, the reader stores the obtained data and uses it with a heuristic
function that provides a dynamism to the value of ws when the distribution is non-uniform
in order to maintain a balance by reducing the identification time, consumed energy, and
limiting the number of Go-On slots. A success slot involves the identification of the tag,
then no change in ws is needed.

The experimentations presented in Chapter 5 proved that FQwT provides flexible behaviour,
since the results obtained show that during a change in the number of subdistributions, FQwT
keeps flexibility features similar to that of UD in all the metrics used. The highest savings
the proposed protocol achieves are in the reader transmitted bits thanks to the adoption
of the standardization of the window. FQwT outperformed some of the most significant
tree-based protocols in terms of latency and energy, providing a flexible behaviour during

the modification of the types of ID distributions.

6.4 Future work

After presenting the conclusions, promising avenues for future work for RFID anti-collision
protocols are hereby proposed. The main proposals for future work are:
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¢ Improving the existing function from the QwT protocol. The QwT protocol operates
using three heuristic functions: exponential, linear, and quadratic. The proposed
protocol FQwT, with the possibility of estimating the tag ID distribution, only uses
the exponential function. The plan is to improve the linear and quadratic functions

and test the protocol’s behaviour when using them.

¢ Implementing an estimation of the tag ID distribution in the CwT protocol. CwT
works properly under a uniform distribution and it has been tested. The proposed
heuristic function for use by the CwT does not consider the possibility of a heteroge-
neous distribution, and the results would not be efficient. This function needs to be
modified according to the feedback of the responses from the tags. Also, this protocol
will provide the reader with a better insight into the interrogation area before the
identification process. With these features, a novel proposed protocol would improve
results such as identification time, the number of transmitted bits, and consumed

energy.

¢ Implementting the window methodology on tags with internal memory. This option
will reduce the number of transmitted bits from the reader. The reader in the proposed
protocols uses the queries in order to instruct the tags on which operations to perform.
With the new solution, the tags will record which part of the ID needs to be transmitted

in the following slots.

6.5 Concluding remarks

RFID has been deployed almost worldwide now, for tracking valuables and personal assets
as well as for safety reasons. RFID has replaced the age-old concept of barcodes, which
have been in use since 1974, and it has made incredible progress, especially in the last 10
years, in which many scientific papers have been published as well as projects in areas such
as: access management, tracking of goods, tracking of persons and animals, toll collection
and contactless payment, machine readable travel documents, smartdust (for massively
distributed sensor networks), airport baggage tracking logistics, timing sporting events,
tracking and billing processes, and so on. RFID is used extensively today, around the world,
and three key factors have driven a significant increase in RFID use: the reduced cost of
the equipment and tags, the increased performance with a reliability of 99.9%, and a stable
international standard around UHF passive systems.

RFID technology will be kept and further developed. This is obvious, since some of the
world’s most important companies are investing in this technology. It is offered as a tool
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for businesses and consumers alike. Moreover, it will continue to reduce costs and improve

security and privacy.

124



Acronyms

ACK Acknowledgment command

AIS Automatic Identification Systems

BS Binary Search

BTSA Binary Tree Slotted Aloha

BV Binary Value

CDMA Code Division Multiple Access
CRC Cyclic Redundancy Check

CRFID Computational Radio Frequency Identification
CT Collision Tree

CW Continuous Wave

CwT Collision Window Tree

DBSA Dynamic Binary Search

DBTSA Dynamic Binary Tree Slotted Aloha
DFSA Dynamic Frame Slotted Aloha

DR Data Rate

EAN European Article Number

EBSA Enhanced Binary Search Algorithm

EOF End of Frame
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Acronyms

EPC Electronic Product Code
FDMA Frequency Division Multiple Access
FPL Fixed Prefix Length

FQwT Flexible Query window Tree
FSA Frame Slotted Aloha

HF High Frequency

IC Integrated Circuit

LF Low Frequency

LIFO Last Input First Output

LSB Least Significant Bit

MSB Most Significant Bit

NNB The Number of Nonselected Bits
Non-UD Non Uniform Distribution
NSB Number of Selected Bits

OCR Optical Character Recognition
OQTT Optimal Query Tracking Tree
PA Pure Aloha

PN Pseudo-random Sequence

QT Query Tree

QTP OQuery Traversal Path

QwT Query Window Tree

RF Radio Frequency

RFID Radio Frequency Identification

RN Random Number
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Acronyms

SA Slotted Aloha

SC Slot Counter

SDMA Space Division Multiple Access
SN Slot Number

SOF Start of Frame

SQwT Standardized Query window Tree
STT Smart Trend Transversal

TDMA Time Division Multiple Access
TSA Tree Slotted Aloha

UD Uniform Distribution

UHF Ultra High Frequency

WS Window Size
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